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I 

Abstract 

Cloud computing is one of the most popular notions in IT today. It refers 

to the delivery of computing resources over the Internet. With the development 

of cloud computing, there are significant concerns and security challenges appear 

about cloud computing, which will compromise the vision of cloud computing. 

There are many risks involved with releasing control over user's data because 

the Cloud service provider could intentionally or accidentally alter or delete some 

information of the user.  

It is not easy for the user to verify that the data is secure, the user need to have 

confidence in the integrity of his data. In this research, we try to ensure the 

integrity of user's data in the cloud. We built a model with dynamic data 

operations support including data append, update and delete.  

Online monitoring and offline verification is used also to ensure the integrity of 

user's data based on checksum verification and local database repository, taking 

in consideration the size of data file and network bandwidth.  

Several experiments were conducted, in order to evaluate the performance 

depending on execution time. Different size of files were used starting from 11 

KB up to 1 GB. We found that each file verification process for one large file (> 5 

MB), needs about 0.5 seconds. On the other hand, different types of tests were 

conducted to evaluate the efficiency of the model in terms of security; a security 

evaluation proves that our model has been performed at an acceptable level. 

Performance and efficiency evaluations show that the model is highly efficient 

against malicious data modification attack.  

 

Keywords: Cloud computing, Cloud service provider, Dynamic Data Operations 

support, Hash function, Online Auditing. 
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 باللغة العربية عنوان البحث

 السحابةسالمة بيانات المستخدم في  للتحقق من نموذج

 باللغة العربية الملخص

 يثانتشاراً هذه األيام، حتكنولوجيا المعلومات مجاالت تعتبر الحوسبة السحابية من أكثر 

أنها تشير إلى االستفادة من موارد وإمكانات الحوسبة عبر اإلنترنت، ومع تطور الحوسبة السحابية 

المستمر فإن هناك العديد من المخاوف والتحديات األمنية الكبيرة حولها التي سوف تؤثر سلباٌ على 

 زيادة االستفادة من الحوسبة السحابية مستقبالً.

تنطوي على فقدان المستخدم للسيطرة على بياناته الخاصة هناك العديد من المخاطر التي 

عن قصد أو عن غير قصد تغيير  هلصالح مزود الخدمة السحابية، ألن مزود الخدمة السحابية يمكن

ليس من السهل بالنسبة للمستخدم التحقق من ، لذا أو حذف بعض المعلومات الخاصة بالمستخدم

 في وضع آمن.مخزنة في السحابة  الموجودةأن بياناته 

ن وذلك بشكل آمسحابة المستخدم في التخزين بيانات عملية على سنركز في هذا البحث، 

 لضمان سالمة بيانات المستخدم.

على  ملوالتي تشتالبيانات  الديناميكية على عملياتتوفير دعم للمع  نموذج قمنا ببناء

 وسيدعم أيضاً التحقق من سالمة البيانات، البيانات الموجودة وحذفجديدة أو تعديل بيانات إضافة 

أثناء االتصال باإلنترنت بشكل مباشر، كما ستكون هناك إمكانية للتحقق من سالمة البيانات بعد 

موز راالنقطاع عن البيانات أي بعد فقدان االتصال بشبكة االنترنت، وسيتم ذلك باالعتماد على 

ً ات قاعدة بيانمن سالمة الملفات واستخدام  لتحققل ، مع األخذ في االعتبار حجم ملف محلية أيضا

 . وسرعة االتصال بشبكة االنترنتالبيانات 

ولتحليل األداء قمنا بعدة تجارب لقياس وقت التنفيذ، حيث تم استخدام ملفات بأحجام  

جيجا بايت، حيث وجدنا أن عملية التحقق من سالمة الملف  1كيلو بايت وحتى  11مختلفة تبدأ من 

 ثانية. 5.5ميجا بايت تستغرق حوالي  5الواحد الذي يزيد حجمه عن 

 سالمةالل التحقق من كفاءة من خالمن جهة أخرى قمنا بإجراء عدة اختبارات لتحليل 

 طلوب.الملفات، حيث أظهر التحليل أن النتائج بالمستوى الم

هجوم  أيكفاءة عالية ضد ب يعملترح المق النموذجأن لكفاءة األداء وتحليل اتحليل  أظهر

 تعديل البيانات.لضار 
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 إهداء
 ،بين وصقل شخصييتدلمين وأإلى من ع، إلى من كان له الفضل بعد اهلل تعالى يف وجودي

 أبي إلى...روحه الطاهرة ىلإ

 إلى أمي...  من أجلنا أطال اهلل يف عمرها إلى من نذرت عمرها

 إلى رفيقة دربي زوجيت أهديها كل طموحي 

 وأصدقائي وكل من ساندني وأبنائي وأساتذتيإلى أخوتي 
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Chapter 1 

Introduction 

Cloud computing refers to the delivery of computing resources over the 

Internet. Instead of keeping data on your own hard drive or updating applications 

for your needs, you can use a service over the Internet to store your information 

at another location, or you can use its applications. 

Cloud computing includes activities such as the use of social networking 

sites and other forms of computing; however, most of the time cloud computing 

is concerned by accessing online software applications, data storage and 

processing power [16]. The importance of Cloud Computing is increasing, it is 

receiving a growing attention in the scientific and industrial communities, also it 

is considered a hot researching area of computer network technology. 

Cloud Computing is gaining much more popularity because the Cloud 

providers feel that it is very easy to manage the data in the cloud environment 

rather than normal web-sites in forms of simple web pages [6]. Cloud computing 

mainly provides three kinds of services: IaaS (Infrastructure as a Service), PaaS 

(Platform as a Service) and SaaS (Software as a Service) [6]. 

The major difference between service based on cloud computing and 

traditional service is that user's data is stored not in the local server, but in the 

distributed storage system of the service supplier. 

Cloud storage is based on highly virtualized infrastructure and has the 

same characteristics as cloud computing [35]. In cloud data storage, user stores 

his data into the cloud server with the help of a Cloud Service Provider [15]. Users 

can communicate with cloud service providers to retrieve their data. In addition, 

users can perform operations on the cloud such as insert, delete and update.  

The movement of data to centralized services could affect the security of user's 

interactions with the files stored in cloud storage. There are many risks involved 

with releasing control over user's data. Data may be damaged while in transit to 

http://en.wikipedia.org/wiki/Cloud_computing
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or from the storage provider. Additionally, the Cloud service provider could 

intentionally or accidentally alter or delete some information from the cloud 

server. Because the user does not know, how the cloud provider control or 

monitor his data. Hence, the system must have some sort of mechanism to ensure 

the data integrity. 

The current Cloud security based on the assumption that the user should trust 

the provider, but it is not enough, so in order to ensure the integrity of data in 

Cloud, efficient methods that enable on-demand data integrity verification have 

to be designed. Hence, the verification of data integrity must be conduct without 

explicit knowledge of the entire data files [14]. 

In this research, we introduce a model to ensure the integrity of user's data in the 

cloud. We introduce a model with dynamic data operations support including 

data update, append and delete. Online monitoring and offline verification is used 

also to ensure the integrity of user's data in the cloud based on checksum 

verification and local database repository, with respect to the size of data file and 

network bandwidth. 

We built a tool called Integrity-Verifier which is written in Visual Basic.NET 

language, this tool consists of six classes, file preparation class, checksum verifier, 

store class, online monitor, offline verification and operations class. These classes 

are combined together to ensure the integrity of user's data in the cloud. 

We conducted several experiments, to evaluate the performance depending on 

execution time. To accomplish our experiment, we collected a dataset, our dataset 

contained different file sizes and types, so we collected large amount of data files 

with 9.16 GB. The size of these files starting from 11 KB up to 1 GB. We found that 

each file verification process for one large file (> 5 MB), needs about 0.5 seconds.  

We found also that offline verification is the fastest method in our model, the 

verification time is less than 13 second for all data files in our dataset which 

contains 1917 file. On the other hand, several types of tests were conducted to 

evaluate the efficiency of the model in terms of security; a security evaluation 

proves that our model has been performed at an acceptable level. 
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1.1 Statement of the problem 

The correctness of the user's data files being stored on the cloud servers 

must be guaranteed. It is very important to detect any inconsistencies and 

ensuring the integrity of user's data, which is stored in the cloud without 

keeping the original data locally in user side. From the perspective of data 

security, it is an integrity problem. 

1.2 Objectives 

In this section, we present main objective and specific objectives of the 

research work. 

1.2.1 Main objective 

The main objective of this research is to build a model with dynamic data 

operations support (data append, update and delete), to ensure the integrity of 

user's data in the cloud based on checksum verification, offline verification and 

online auditing.  

1.2.2 Specific objectives 

i. Using appropriate algorithm to generate meta-data for checksum 

verification before storing a file to the cloud. 

ii. Upload the user's data files to the cloud and saving some data information 

to a local database.  

iii. Design a model which contains the support for dynamic data operations 

and online monitoring. 

iv. Implement the model and conduct the experiment in a cloud environment.  

v. Evaluate the performance and the efficiency of the model in term of 

execution time and security efficiency. 

1.3  Importance of the thesis 

The leading U.S. market research firm Gartner released a report “Assessing the 

Security Risks of Cloud Computing”, this report stated that cloud computing has 

great risks on data integrity, data recovery and privacy, etc. [39]. 
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Cloud computing is an unsecure platform from the perspective of the cloud users 

and cloud storage is a rich resource for both hackers and national security 

agencies.  

Therefore, the main importance of this research rises from: 

i. This research should alleviate much of today’s users fear of cloud 

computing. 

ii. Integrity check can be performed without the need to save a copy of the 

data locally. 

1.4 Scope and Limitations of the thesis 

We aim to build a model to ensure the integrity of user's data in the cloud, the 

research is focused specifically on integrity security problem, the model will 

allow one user to verify his data, this model will not allow third party verifiers to 

check the integrity of the stored data, also the usage of the cloud has some 

limitations and these limitations could be the same limitations we expect to face 

in this research in the cloud environment such as: 

1. Access to storage media: the data, which is captured and stored over 

years in the company archives. The ability to verify old data. 

2. Storage Limit: the service provider gives a free just limit storage size also 

limited file size. Some companies make limitation for the one file size to 

make control. 

3. Security issues:  some providers put advertisements in user's side to 

make some money so the user's data file may not be secured before 

preparing and storing it in the cloud. 

4. The flexibility & extensibility of the cloud make the ensuring of user's 

data very hard, when cloud service provider want to move the user's data 

files from one server to a new one, it may appears integrity problem. 
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1.5  Methodology 

To accomplish the objectives of this research, the following methodology will be 

followed: 

1- Reviewing the recent researchs of ensuring the integrity of user's data in the 

cloud that is related to our problem. Studying the existing approaches, and 

noting the advantages and disadvantages of each method in order to 

overcome in our research. When we reviewed most previous studies we 

found that there are very important contributions that we can introduce in 

this research.  

2- Process the proposed model which contains compute verification tokens, 

Dynamic Data Operation Support, integrity verification using checksum 

verification, local database repository and online auditing. 

Unlike previous studies which we mentioned in Chapter 3, we are going to 

build the model, and we will consider these issues: 

a. Verifying data integrity without the need to keep a copy of data locally. 

b. Working with large files, without the need to read whole file. 

c. Detect missing files, when any file is deleted by unauthorized. 

d. Detecting unauthorized modifications online. 

e. Support dynamic data operations (modify, delete, and add), that user can 

access and modify his data. 

Also we search about appropriate algorithms that can be used to prepare the 

file before storing in the cloud, we will use a universal hash function called 

SHA256, and we will explain and justify the choosing of this algorithm in 

details. 

3- Implement the model, File Preparation will implemented. This will conduct 

using VB.NET. 

4- Evaluate the performance and the efficiency of the model in term of execution 

time and security efficiency. 

5- Analyzing the obtained results and justify the model feasibility. 
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1.6 Thesis structure 

This thesis consists of six chapters: Introduction, Theory Background, Related 

Works, Data integrity model, Experiments and Evaluation and finally, 

Conclusions and Future work.  

The main points discussed in the chapters are listed below:  

i. Chapter 1: Introduction.  

ii. Chapter 2: Theoretical Background, presents an overview about cloud 

computing. 

iii. Chapter 3: Related Works 

iv. Chapter 4: Data Integrity Model, model architecture and implementation. 

v. Chapter 5: Experiments and Evaluation: the experimental works, starting 

from preparing user's data files and ending with verifying files on cloud side, 

evaluating and analyzing the experimental results.  

vi. Chapter 6: Conclusions and Future Work: presents conclusions and 

possible future works.  

 

  

Review

Process the model (Checksum verification,Dynamic Data Operation 
Support.Offline Verification and Online Auditing) 

Implementation of the model

Experiments and Evaluation

Analyzing the results 

Figure 1.1: Research Methodology 
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Chapter 2 

Theoretical Background 

 

In this chapter we present an overview of cloud computing, its definition, 

essential characteristics, deployments model and cloud architecture key 

components. We also present cloud computing benefits, challenges and security 

issues.  

2.1 Cloud computing overview 

Cloud computing is the delivery of computing services over the Internet. Cloud 

services allow individuals and businesses to use software and hardware that are 

managed by third parties at remote locations. Examples of cloud services include 

online file storage, social networking sites, webmail, and online business 

applications.  

The following definition of cloud computing has been developed by the U.S. National 

Institute of Standards and Technology (NIST): 

"Cloud computing is a model for enabling ubiquitous, convenient, on-demand 

network access to a shared pool of configurable computing resources (e.g., 

networks, servers, storage, applications, and services) that can be rapidly 

provisioned and released with minimal management effort or service provider 

interaction. This cloud model is composed of five essential characteristics, three 

service models, and four deployment models" [1]. 

2.1.1 Essential characteristics 

The cloud model is composed of five essential characteristics identified by 

NIST as follows [1]: 

 

Figure 2.1: Five Essential Characteristics of Cloud Computing [10] 
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1. On-demand self-service. A consumer can unilaterally provision 

computing capabilities, such as server time and network storage, as 

needed automatically without requiring human interaction with each 

service provider 

2. Broad network access. Capabilities are available over the network and 

accessed through standard mechanisms that promote use by 

heterogeneous thin or thick client platforms (e.g., mobile phones, 

tablets, laptops, and workstations). 

 

 

3. Resource pooling. The provider’s computing resources are pooled to 

serve multiple consumers using a multi-tenant model, with different 

physical and virtual resources dynamically assigned and reassigned 

according to consumer demand. There is a sense of location 

independence in that the customer generally has no control or 

knowledge over the exact location of the provided resources but may 

be able to specify location at a higher level of abstraction (e.g., country, 

state or datacenter). Examples of resources include storage, processing, 

memory, and network bandwidth.  

4. Rapid elasticity. Capabilities can be elastically provisioned and 

released, in some cases automatically, to scale rapidly outward and 

inward commensurate with demand. To the consumer, the capabilities 

available for provision often appear to be unlimited and can be 

appropriated in any quantity at any time. 

Figure 2.2 Thin and Fat 
Clients 
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5. Measured service. Cloud systems automatically control and optimize 

resource use by leveraging a metering capability at some level of abstraction 

appropriate to the type of service (e.g., storage, processing, bandwidth, and 

active user accounts). Resource usage can be monitored, controlled, and 

reported, providing transparency for both the provider and consumer of the 

utilized service. 

2.1.2 Deployment models 

Deploying cloud computing can differ depending on requirements, each with 

specific characteristics that support the needs of services and users of the clouds 

in particular ways. Following are the four types of cloud deployment models 

identified by NIST [1]. 

1- Private Cloud. The cloud infrastructure has been deployed, and is 

maintained and operated for a specific organization. The operation may 

be in-house or with a third party on the premises. 

2- Community Cloud. The cloud infrastructure is shared among a number of 

organizations with similar interests and requirements. This may help limit 

the capital expenditure costs for its establishment as the costs are shared 

among the organizations. The operation may be in-house or with a third 

party on the premises. 

3- Public Cloud. The cloud infrastructure is available to the public on a 

commercial basis by a cloud service provider. This enables a consumer to 

develop and deploy a service in the cloud with very little financial outlay 

compared to the capital expenditure requirements normally associated 

with other deployment options. 

4- Hybrid Cloud. The cloud infrastructure consists of a number of clouds of 

any type, but the clouds have the ability through their interfaces to allow 

data and/or applications to be moved from one cloud to another. This can 

be a combination of private and public clouds that support the 

requirement to retain some data in an organization, and also the need to 

offer services in the cloud. 
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Figure 2.3: Private, Public  and Hybrid Cloud Deployment [8] 

2.1.3  Service models 

Cloud computing mainly provides three kinds of services: IaaS (Infrastructure 

as a Service), PaaS (Platform as a Service) and SaaS (Software as a Service). The 

major difference between service based on cloud computing and traditional 

service is that user data is stored not in the local server, but in the distributed 

storage system of the service supplier.  

1- Infrastructure as a Service (IaaS). The capability provided to the 

consumer is to provision processing, storage, networks, and other 

fundamental computing resources where the consumer is able to deploy 

and run arbitrary software, which can include operating systems and 

applications. The consumer does not manage or control the underlying 

cloud infrastructure but has control over operating systems, storage, and 

deployed applications; and possibly limited control of select networking 

components (e.g., host firewalls). 

2- Platform as a Service (PaaS). The capability provided to the consumer is 

to deploy onto the cloud infrastructure consumer-created or acquired 

applications created using programming languages, libraries, services, 

and tools supported by the provider. The consumer does not manage or 

control the underlying cloud infrastructure including network, servers, 

operating systems, or storage, but has control over the deployed 

applications and possibly configuration settings for the application-

hosting environment. 
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3- Software as a Service (SaaS). The capability provided to the consumer is 

to use the provider’s applications running on a cloud infrastructure. The 

applications are accessible from various client devices through either a 

thin client interface, such as a web browser (e.g., web-based email), or a 

program interface. The consumer does not manage or control the 

underlying cloud infrastructure including network, servers, operating 

systems, storage, or even individual application capabilities, with the 

possible exception of limited user-specific application configuration 

settings. 

2.1.4 Cloud architecture key components 

In the cloud architecture, key components are Cloud Service Provider, User 

(Data Owner) and Third Party Verifier. 

1- Cloud Service Provider (CSP): CSP has significant resources. 

2- User: User may be a person or an organization who have data to be stored 

in the cloud and rely on the cloud for data computation. 

3- Third Party Verifier (TPV): TPV has expertise and capabilities that users 

may not have. 

2.2 Cloud computing benefits 

Many of the benefits when using Cloud Computing are the lower costs associated 

[12]. The following are some of the possible benefits for those who offer cloud 

computing-based services and applications [24]: 

2.2.1 Cost savings.  

Companies can reduce their capital expenditures and use operational 

expenditures for increasing their computing capabilities. The provider is 

responsible for software deployment and maintenance with his own 

infrastructure. The user only pays for technical support [12].  

2.2.2 Reliability.  

Services using multiple redundant sites can support business continuity 

and disaster recovery. 
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2.2.3 Scalability/Flexibility.  

Companies can start with a small deployment and grow to a large 

deployment fairly rapidly, and then scale back if necessary. Also, the 

flexibility of cloud computing allows companies to use extra resources at 

peak times, enabling them to satisfy consumer demands. Resources within 

the cloud can be treated as an `unlimited' medium [12].  

2.2.4 Maintenance.  

Cloud service providers do the system maintenance, and access is through 

APIs that do not require application installations onto PCs, thus reducing 

maintenance is required. 

2.2.5 Mobile accessible.  

Mobile workers have increased productivity due to systems accessible in 

an infrastructure available from anywhere. 

2.3 Cloud challenges and security issues 

In Cloud computing there are some challenges and security issues, we    will 

introduce some of notable challenges and security issues: 

2.3.1 Cloud computing challenges 

The following are some of the notable challenges associated with cloud 

computing [24]: 

o Security and Privacy. Perhaps two of the more “hot button” issues 

surrounding cloud computing relate to storing and securing data, and 

monitoring the use of the cloud by the service providers. These issues are 

generally attributed to slowing the deployment of cloud services.  

o Lack of standards. Clouds have documented interfaces; however, no 

standards are associated with these, and thus it is unlikely that most 

clouds will be interoperable.  
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o Continuously evolving. User requirements are continuously evolving, as 

are the requirements for interfaces, networking, and storage. This means 

that a “cloud,” is also continuously evolving.  

o Compliance concerns. Legal and Regulatory Issues, in some of European 

countries, Government regulations do not allow users to store their 

personal data outside the state or country [20]. 

In order to solve this issue, cloud providers need to setup a data center 

within the country to validate these regulations. But it is difficult to do 

that, so it considered as a big challenge for cloud providers. It is necessary 

for Cloud provider to discuss that with experts in service negotiation, 

distributed services and risk assessment for that. 

2.3.2 Cloud computing security issues 

Cloud computing grows very fast. Many users stores their data on Cloud data 

storage.  

A user stores his data through a Cloud Service Provider into a set of cloud 

servers called cloud data storage, the user interacts with the cloud servers via 

CSP to access or retrieve his data and the user may need to perform dynamic data 

operations on his data.  

Data security is becoming a fundamental obstruction in cloud computing, the 

three quality aspects of information security, confidentiality, integrity and 

availability, the aspect of confidentiality gets most of the attention. Indeed 

potential breaches of information security attract a lot of attention. About 

integrity of information, however, little has been published [23].  

2.3.2.1 Data integrity problem 

One important security problem is guaranteeing the integrity of remotely stored 

data. Data integrity is defined as the accuracy and consistency of stored data, in 

absence of any alteration to the data between two updates of a file or record [22]. 

Cloud services should ensure data integrity and provide trust to the user privacy. 
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Data integrity in the Cloud system means to preserve information integrity [29] 

(i.e., not lost or modified by unauthorized users). As data is the base for providing 

Cloud Computing services, such as Data as a Service, Software as a Service, 

Platform as a Service, keeping data integrity is a fundamental task [35]. Integrity 

monitoring is essential in cloud storage for the same reasons that data integrity 

is critical for any data center. Data corruption can happen at any level of storage 

and with any type of media. 

2.3.2.2 Cloud storage  

Cloud storage is a model with virtualized pools of storage, which is generally 

operated with large third party data centers, distributed and spread across 

different geographical locations [3]. Controller failures and loss of bits of data on 

storage media are examples of corruption. The truth is that data corruption can 

happen in a storage environment [4]. Cloud storage are still data centers, with 

hardware and software, and are still vulnerable to data corruption.  

It is of critical importance to assure users data are consistent and correctly stored 

without the existence of local copies. 

a. Storage correctness is to ensure user's data are stored appropriately and 

kept intact all the time in the distributed servers in the cloud [5].  

b. Data consistency requires that all relationships between data items and 

replicas are as they should be, i.e., that the data representation is correct. 

Summary 

We presented in this chapter a cloud computing overview, its definition, essential 

characteristics, deployments model and Cloud architecture key components. In 

addition, we presented cloud computing benefits, challenges and security issues. 

We discussed the security problems in the cloud and declared that data security 

is becoming a fundamental obstruction in Cloud Computing. Data integrity is 

critical for any storage center, and it is important to users to ensure that their 

data is stored securely without the existence of local copies.  
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Chapter 3 

Related Works 

When we discuss cloud computing issues, many threats are raised. One of the 

major security issues is data integrity. A lot of studies discussed this problem and 

introduced some solutions to ensure data integrity in the cloud. In this chapter, 

different related works are reviewed. Some of them can be a basis for helping in 

our data integrity model.  

Some works study the problem of cloud storage correctness to ensure data 

integrity, others focus on collecting some bytes from each file in order to make 

the verification process very fast with respect to network bandwidth, and others 

argue that allowing third party auditors is important. 

So, we classify related works according to following categories: 

1- Storage correctness verification. 

2- External auditing. 

3- File verification. 

For each category, we introduce some related works, noting the advantages and 

disadvantages of each one. Finally we introduce a conclusion in order to 

overcome the disadvantages in our research. 

1- Storage correctness verification 

Ari Juels et al. [2] introduce “proof of retrievability” (POR) model for 

ensuring the remote data integrity, using error correcting code spot-

checking, to ensure both “possession” and “retrievability” of data files on 

archive service systems. Specifically, a blocks called “sentinels” are 

embedded randomly into a data file, then the file is encrypted to protect the 

positions of these special blocks. This scheme involves the encryption of the 

file F using a secret key. 
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It becomes computationally cumbersome especially when the data to be 

encrypted is large. Also it is not supporting dynamic data operations because 

it works on static data. 

An improved framework for POR proposed by Kevin D. Bowers et al. [14] 

for distributed systems. The effectiveness of this scheme rests primarily on 

the preprocessing steps that user conducts before outsourcing the data file. 

Any change of file content, must propagate through the error-correcting 

code, introducing computation and communication complexity and their 

scheme is focusing on static data. 

 

 

Figure 3.1: Schematic of a POR System. An Encoding Algorithm Transforms a Raw 
File F Into an Encoded File F˜ [2] 

 

Figure 3.2: Basic Storage, Signature Request and Verification Protocol [14] 



17 

On the other hand, Thomas Schwarz et. al. [30] proposed to ensure file 

integrity across multiple distributed servers, using m/n erasure-correcting 

coding to safeguard the stored data and use algebraic signatures hash 

functions with algebraic properties for verification.  

Their scheme has some advantages. First, it uses only small messages for 

verification; second, it allows verification without the need to compare 

against the original data. 

Their scheme uses only small messages for verification. So it is very fast, the 

use of algebraic signatures will permit the construction of large-scale 

distributed storage systems in which large amounts of storage can be verified 

with minimal network bandwidth.  

However, their schemes only considers static data files, algebraic signatures 

are not secure like cryptographically secure hash functions of secure 

checksums.  

Giuseppe Ateniese et. al. [11], constructed Provable Data Possession 

(PDP) technique based on symmetric key cryptography, their technique 

allows outsourcing of dynamic data, their contribution is in two-folds, first 

on the efficiency, the proposed PDP scheme relies only on efficient symmetric 

key operations in both setups (performed once) and verification phases. 

Second it supports dynamic data operations, including: modification, 

deletion and appending.  This technique, while can be useful to ensure the 

storage correctness without having users possessing data, cannot address all 

security threats in cloud data storage, since they works on whole data, and 

did not work file by file, also dynamic data operations they presented is not 

efficient because we need every time to read verification tokens from server 

and upload it after any dynamic operation. 

2- External auditing 

Some researchers proposed allowing a third-party auditing TPA to help 

the customers and to keep online storage honest, Mehul A. Shah et. al. [17], 

described approaches that support auditing of online storage, they argue that 
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allowing TPA is important for online service-oriented economy, it increases 

the efficiency of mitigation risk. This is done by encrypting the data then 

sending a number of pre-computed symmetric-keyed hashes over the 

encrypted data to the auditor. They present issues about internal and 

external auditing and detail ways of auditing online storage services. The 

auditor repeatedly checks the stored contents.  

However, their scheme only works for encrypted files, and auditing process 

takes long time, and not studying the problem of dynamic data operations.  

Zhang lianhong, Chen Hua [41]. Present a scheme, which enables a third-

party verifier to check data integrity based on RSA assumption. Their scheme 

cannot realize the dynamics data for remote data integrity check, and it 

works with fixed state, in the other hand it does not mentioned about 

different file size in verification phase. 

3- File verification 

Sravan Kumar R, Saxena, A. [28] present a scheme which does not involve 

the encryption of the whole data. But only few bits of data per data block to 

reduce computational overhead on clients side. In data integrity protocol the 

verifier needs to store a single cryptographic key whatever the size of the 

data file F. The verifier does not store any data with it but appends some Meta 

data to the file and stores it at the archive, the verifier uses this Meta data to 

verify the integrity of the data.  

 

Figure 3.3: Schematic View of a Proof of Retrievability 
Based on Inserting Random Sentinels in the Data File F [28] 

Their scheme applies only to static storage of data. It cannot handle the case 

when the data need to be dynamically changed. In addition, the number of 

bits that they depend on is not enough with respect to the files size; it seems 

to be that the probability to detect any modification in large files is not high. 

http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Saxena,%20A..QT.&searchWithin=p_Author_Ids:37270305700&newsearch=true
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Another study, Saranya Eswaran and Dr.Sunitha Abburu, [26], aimed to 

ensuring the integrity of the data and provided the proof that data is secured, 

using cryptographic key to secure the data in the cloud. Their approach 

depending on TPA, they argue that user does not has experience like TPA to 

check the integrity of his data, and it is difficult for user to check. However, 

their approach does not discuss the file size and dynamic data operations. 

Another study using hash algorithm, Selman Haxhijaha et.al. [27], they 

used MD5 hash algorithm. First, the user pre-computes the hash value of the 

file, sends the file to the cloud and stored the computed hash value in local 

repository.  

User can verify his data integrity by, retrieve the file from cloud, computes 

hash value of the file again and then matches it with the stored hash values 

at local hash repository.  

 

Figure 3.4: Data Integrity Check Using Hash Functions [27] 

However, it is not efficient when we want to verify the integrity of the 

file to download or read whole file to local side, especially with large 

files, also they use MD5 algorithm which cannot resist collision attack.  

Summary 

Most prior works mentioned in this chapter, introduced some solutions, 

but it is not enough, in [14], [2], [30], they works on static data files (like 

backups) and not supporting dynamic data operation. In [17], [27] 

introducing significant computation and communication complexity.  The 

rest of the related works does not consider the size of the file.  

In this research, we considered all these issues, and we introduce also online 

monitoring.  
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 Chapter 4   

Data Integrity Model 

In this chapter we presented our model in Section 4.1, to achieve the 

specific objectives of our research, then we described in details the 

implementation in Section 4.2. 

4.1 The proposed data integrity model 

Our proposed model architecture is shown in Figure 4.1, which contains: 

preparing the file, Dynamic Data Operation Support, checksum verification on 

each file, online auditing and offline verification. 

 

 

 

Figure 4.1: The Proposed Model Architecture 

We aim to design efficient mechanisms to achieve the verification goal on the file 

directly without the need of keeping the old file locally, the client should create 

suitable meta data of the file F before sending and storing it to the cloud, this meta 

data will be used in the later stage of verification the data integrity at the cloud 

storage. 
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The proposed model flowchart shown in figure 4.2: 

 

Figure 4.2: The Proposed Model Flowchart 

When checking for data integrity the client queries the cloud storage for suitable 

replies based on which it concludes the integrity of its data stored in the client. 

In order to achieve that, the model will consist of the following methods: 

4.1.1 File preparation step 

Prepare the file before storing it into the cloud, this is done by generating and 

encrypt the meta-data then writing it to the file, in Figure 4.2 we can see the 

following steps which illustrates the file preparation method:  

Step 1: Generation of meta-data 

Before generating meta-data to be appended it at the end of the data file, we 

will take some consideration especially for large data files such as: 

o Collect special bytes from important positions in a data file, such as the 

start and end bytes of any large file, these considerations include: 

o Collect a reasonable number of bytes with respect to the size of data file 

(in bytes), it is better to collect large number of bytes as possible, this is 

necessary to increase the probability of detection of any unauthorized 
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modifications, it is not possible to choose the same number of bytes of 

different file size. 

o Network bandwidth must be minimized, as the size of the proof is 

comparatively very small compared to the file size. 

o For small files (less than 0.5 MB -this size is determined according to 

our experiment resources (see Chapter 5)), it is better to collect all 

bytes of the file. 

o Finally, choose an appropriate hash algorithm to encrypt the collected 

bytes, then append the resulting hash to the end of the file with 

reasonable number of bytes. 

As we mentioned above this method takes in consideration the size of the file, 

which means the number of bytes will change according to the size of the file. 

Step 2: Collecting bytes 

To do this, let the user wishes to store file F, which consists of n + m file blocks, 

where m is a value to detect any change in the file size. We preprocess the file 

and create meta-data to be appended to the end of a file. Let each of the n + m 

data blocks have BS bytes in them. K will be the number of bytes we will get 

from each block. The following steps show how to calculate and extract the 

bytes number from large files: 

1- Extract and determine number of blocks 

Extract the value of n from file size (F) in bytes, FS≈ 2n, we extract the 

result of this equation: 

o n= integer value of (Log2 (FS)/log2 (2)) 

2- Detect any change on the file size 

This is important to detect any change of file size, we will use this value 

to determine the number of blocks of the file. 

o m = Fs mod 3 

3- Calculate the number of blocks of the file 

o Number of blocks = n + m 
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4- Calculate block size 

o Block size (BS)= integer value of ( FS / (n + m) ) 

5- Calculate the number of required meta-data with size A 

Extract the value of L from block size, BS ≈ 2L, we extract the result of this 

equation: 

o L= integer value of (Log2 (BS)/log2 (2)) 

o K=3 * L. (Collect L bytes from 3 places in each block, start, middle 

and the end of the block). we can see this in Figure 4.3  

o A = K * (n + m). 

 

Figure 4.3: Collecting Bytes From File F 

For small files (less than 0.5 MB), we will collect all bytes in data file, it is 

better to collect largest number of bytes from the file, with my test results, 

the performance with this size is suitable with respect to our resources  and 

network bandwidth. 

In Table 4.1, we can see examples of different meta-data size according to 

different files size. 

Table 4.1: Size of Meta-Data Depending on the File Size 

File Size(B) n m Block Size L K 

A  

Meta-Data 

5,242880 22 2 218453.333 17 51 1224 

31,457280 25 0 1258291.2 20 60 1500 

157,286400 27 0 5825422.22 22 66 1782 

262,1440000 31 1 81920000 26 78 2496 
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Step 3: Inserting a secret key 

We can also add a secret key or password (some bytes) to these bytes in order 

to harden against any malicious attack, this is known by the user only. As 

shown in Figure 4.2 we added a secret key before the encryption step. 

Step 4: Encrypting collected bytes 

After collecting the bytes, we need to encrypt these bytes using a hash 

function. A hash function is any function that can be used to map 

digital data of arbitrary size to digital data of fixed size, with slight 

differences in input data producing very big differences in output data [36]. 

 

 

The values returned by a hash function are called hash values, hash 

codes, hash sums, or simply hashes. 

We can understand the idea of hash digital data of arbitrary size to digital 

data of fixed size simply in Figure 4.4. 

A hash value can be used to uniquely identify secret information. This 

requires that the hash function is collision resistant, which means that it 

is very hard to find data that generate the same hash value [36]. 

A hash algorithm example is SHA-1, one of the most widely used 

cryptographic hash functions, generates 160 bit values. A file hashed with 

SHA-1 could look like:  

752c14ea195c369bac3c3b7896975ee9fd15eeb7. 

Figure 4.4: A Hash Function that Maps Names to Integers From 0 to 15 [36]. 

http://en.wikipedia.org/wiki/Function
http://en.wikipedia.org/wiki/Data_(computing)
http://en.wikipedia.org/wiki/Hash_function#cite_note-1
http://en.wikipedia.org/wiki/Data_(computing)
http://en.wikipedia.org/wiki/Collision_resistance
http://en.wikipedia.org/wiki/SHA-1
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A collision is an attack specific to hash [31], when 2 different files 

produce an identical hash. It is then possible to substitute a file for another. 

In our domain of expertise we could then imagine to replace an official 

certificate by a fraudulent one having the same hash values. SHA-0 is not 

resistant to collision attacks that is the reason why it is not used anymore. 

As computing power has increased the feasibility of breaking the SHA1 

hash algorithm increased. Plans within the industry have been made to 

transition from SHA1 to SHA256 (SHA2). However with recent 

announcements from Microsoft and Google about depreciating support for 

SHA1 in browsers this transition has been accelerated [7]. 

In 2005, security flaws were identified in SHA-1, namely that a 

mathematical weakness might exist, indicating that a stronger hash 

function would be desirable. Although SHA-2 bears some similarity to the 

SHA-1 algorithm, these attacks have not been successfully extended to 

SHA-2 [37]. 

SHA-2: A family of two similar hash functions, with different block sizes, 

known as SHA-256 and SHA-512. They differ in the word size; SHA-256 

uses 32-bit words where SHA-512 uses 64-bit words [38]. 

So, we will use SHA-256 to generate a hash value of bytes collected in 

previous step.  

Step 5: Writing encrypted meta-data A to the file 

After computing the hash value of collected bytes using SHA-256 hash function 

algorithm, we will write the result to the end of the file F, The size will be 64 

byte. 

http://en.wikipedia.org/wiki/SHA-2
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Figure 4.5: Writing Meta-Data A to Original File F 

This step is taking more time than computing the hash value especially in 

large files, because it is done by opening the file to write the meta-data at the 

end of it then closing the file, but this time is acceptable. 

Step 6: Sending the file to the cloud 

After appending the meta-data into the file F, it becomes encrypted and 

ready to store into the cloud server as an encrypted file F'. At this step we store 

some file information to a local database repository. This is very important to 

verify the missed files especially when we are going offline and disconnect 

with the cloud. The information needed will be: 

1- File previous path. 

2- File new path (in the cloud).  

3- File name. 

4- File size. 

5- Last modification date of the file. 

We can use this information when we go online again. The time required to 

send the file to the cloud depends on the upload speed of the available network 

bandwidth. 

4.1.2 Dynamic operation support 

In cloud data storage, there are some scenarios where the data stored in the 

cloud is dynamic, like photos, documents etc. Therefore, it is important to 

consider the dynamic data operation support including (add, update and 

delete) on the data file. 
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1. Update operation 

In cloud data storage, sometimes the user need to modify his data files 

directly in the cloud, the model allows the user to do this by: 

1- Verify the integrity of the file F. 

2- Remove the old hash value from the end of the file. 

3- User can modify whatever he wants on his data file. 

4- Re-compute verification hash value and append the new meta-data 

to the end of the file. 

5- Update the local database repository for the new information of the 

file. 

2. Add operation 

The model will allow the user to add any new data files to his own storage 

media files, by repeating the same steps mentioned before in the file 

preparation Section 4.1.1, and then store the file information to the local 

database repository. This operation is necessary to ensure that the user 

can work with his own storage whenever needed. 

3. Delete operation 

The user may wish to delete his own data files from the cloud servers; he 

can accomplish this operation simply by deleting the data file and delete its 

information from the local database repository. This operation is 

important, so the user can differentiate between his own operations on the 

work of others. 

4.1.3 Checksum verification operation 

It is important to ensure the integrity of user's data in the cloud to achieve the 

purpose of the thesis, this operation is accomplished by: 

a. Specify the file F' to be verified. 

b. Read the hash value stored at the end of the file (old-hash). 
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c. Re-compute the generation of the hash value (new-hash) as explained 

in Section 4.1.1 on the file F' without old-hash value. 

d. Match the old-hash value with new-hash, if the old-hash value matches 

then the file is intact, if not, then the file is tampered and its integrity is 

compromised. 

4.1.4 Offline verification 

Another verification is to compare file information with local information which 

stored in local database repository, any change of file size or last date 

modification, or if the file is missing, means the integrity of the file is 

compromised. 

4.1.5 Online auditing 

Recently most users can enjoy their online connectivity to the internet, so they 

can follow their social media and access all the time to the internet, we can use 

this feature to introduce online watcher to user's data (files)   which are stored 

in cloud servers. 

Cloud providers provide desktop applications that allow users to access files 

on file explorer in any operating system, and allow users to synchronize their 

files to their computers locally. 

We use this features to allow the user to audit his data online, by watching any 

change on important attributes of any file information, such as file size and last 

modification date on any file, which is stored in any folder or sub folders of 

user's data. This method allow user to monitor his data directly and online, to 

detect any unauthorized modifications. 

4.2 Implementation 

In this section, we present our model implementation. We describe the tool 

which we built, programing language and main classes. 

We build a tool called Integrity-Verifier which is written in VB.NET 2013 

language. VB.Net is a simple, modern, object-oriented computer programming 

language developed by Microsoft to combine the power of .NET framework and 
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the common language runtime with the productivity benefits that are the 

hallmark of Visual Basic [32]. 

We use VB.NET because it is easy to learn, structured language, produces 

efficient programs and it can be compiled on a variety of computer platforms. 

4.2.1 Integrity-Verifier main classes 

Integrity-Verifier tool consists of six classes as in Figure 4.6, file preparation 

class, checksum verifier, store class, online monitor, offline verification and 

dynamic operations class. These classes are combined together to ensure the 

integrity of user's data in the cloud. In next, classes are described in more 

details: 

 

Figure 4.6: Main Classed of Integrity-Verifier 

 

1. File Preparation Class 

Preparing the large file before sending it to the cloud storage, in Figure 4.7, we 

can see the file preparation class, and we can see our calculations, which are 

mentioned in Section 4.1 in details.  
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Figure 4.7: A Snapshot of the File Preparation Class 

We can prepare the file by these steps: 

Step 1: Select a file. 

Step 2: The system will check whether the file size is large or small, we decided 

before that if file size is greater than 0.5 MB, it will be considered as a 

large file,  

Step 3: Collecting the necessary bytes as mentioned before in section 4.1, 

calculate the hash value using SHA-256 algorithm, and write the result 

value at the end of the file. 

Step 4: Append a secret key, known by the user in order to increase the   

security.  

Step 5: Encrypt the collected bytes, using hash function called SHA256, as we 

can see in Figure 4.8, we can see a snapshot of hashing the collected 

bytes. 
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Figure 4.8: A Snapshot of Hashing the Collected Bytes Using SHA2-256 

2.  Copy to and store class 

This class is responsible of send the file to the cloud and save file information 

to local repository after preparation method is done, the upload speed is 

depending on the available network bandwidth. In Figure 4.9, we can see how 

to copy file from local path to cloud path, then save the file information to local 

database, using SaveToDb function in Figure 4.10. 

 

Figure 4.9: A Snapshot of Send the File to Cloud Class 

 

Figure 4.10: Save File Information into a Database 
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3. Checksum verifier class 

This class is responsible for verifying the file after storing it in the cloud 

storage to detect any unauthorized modifications. 

We accomplished the verifying by re-generating new meta-data from the file 

without stored hash value, then we compared the old value with the new one. 

If it matches then the file integrity is saved, otherwise the file integrity is 

breached. 

 

Figure 4.11: Checksum Verification Class 

4. Online auditing class 

Listens online to the file system changes notifications and raises events. We 

can watch changes in files and subdirectories of the specified directory. You 

can create a component to watch files on a local computer, a network drive, or 

a remote computer [18]. 

 

Figure 4.12: Online Auditing Main Events Handler 

It is important to mention that this class can watch any changing in a single file 

or single folder each time 
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5. Offline verification 

This class works with local database repository, it compares the file attributes 

with file information which is stored in local database repository, this 

verification is very important to detect especially missed files. This database 

consists of two tables, Files Table and Temp Table. 

We used Microsoft access, built a database and created the tables. In Figure 

4.13, we can see the structure of file table, the same as in temp table. 

 

Figure 4.13: File Table Structure 

o File table: is responsible of storing files information during the process 

of sending the data file to the cloud storage, as we can see in Figure 4.13 

above, the main columns of any File. 

o Temp table: this table contains the same columns as in file table and is 

required for verification process, it is better to read all files information 

from cloud side and store this information into temporary table, after 

that we can match the two tables, we can detect these cases: 

 Missing files. 

 Changing in file size. 

 Changing in last modify date of the file. 

This class is very important when we go online after offline period. 
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6. Dynamic operations class 

The user may need to perform some operations on his data dynamically, it is 

not necessary to download whole file to his side, he can operate on his own 

data by simply: 

 Verify the file first. 

 Remove the old hash from the end of the file. 

 Handle some data operations. 

 Regenerate and append the new metadata at the end of the file 

directly in the cloud. 

 

Figure 4.14: Remove Old Meta-Data From the File 

4.2.2 Integrity verifier GUI 

As we mentioned before, we built an application using VB.NET, so we design a 

GUI application for the user, so the user can process and run each class, this 

Interface contains these components: 

1. Local path and Cloud Path: the user must determine the local File path 

and the cloud file path in order to accomplish an experiment. 

2. The GUI contains a button to run every class separately. 

3. Present results for each process, we can illustrate the results directly 

inside the application.  

4. Calculate time span in milliseconds for each process. 

5. Export results from each process to txt files, this is useful for the 

evaluation, especially if we work with many files in the same process.  
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Figure 4.15: Integrity-Verifier Tool GUI 

Summary  

In this chapter, we presented and built our data integrity model to ensure the 

Integrity of User's Data in the Cloud. In implementation section, we described 

the tool which we built, programing language, main classes. 

Integrity-Verifier tool, is an application built in VB.NET, it contains 6 classes, we 

described the main features of each class and how it works. 
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Chapter 5  

Experiments and Evaluations 

In this chapter, we present our experiments, and the evaluation of the Integrity-

Verifier tool, to ensure the integrity of user's data in the cloud using checksum 

verification, and detect any unauthorized modifications or missing files. 

5.1 Experiments 

We performed some experiments on our implementation to demonstrate its 

ability to verify data integrity, we performed different experiments, which can 

be listed as: 

1. Using different file sizes. 

2. Test all methods locally. 

3. Verify data integrity on a high speed network and limited network 

bandwidth with virtual cloud. 

4. Using a tool to change some bytes in any file (hack tool). 

5.1.1 Dataset 

To accomplish our experiment, we must first collect a dataset, our dataset 

must contain different file sizes and types, so we will be able to collect large 

amount of data files with 9.16 GB. 

Table 5.1: Dataset Description 

Size in GB Count Size(Byte) 

9.16 1917 9,836,768,217 

Some types of data files used are: .doc, .txt, .exe, .pdf, .dll, .wav, .mp3, .mp4, 

.xls, .dat, .ppt, .bin…etc. 

Also, we choose different sizes starting with 11 KB, ending with 1 GB.  We 

grouped it as follows in Table 5.2: 
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Table 5.2: Dataset Grouping Descreption 

Group (File size) Count Size(Byte) 

Small (<0.5) MB 819 95,102,961 

Medium (0.5-5) MB 764 1,447,213,183 

Large (>5) MB 317 2,668,177,290 

Huge (>128) MB 17 5,626,274,783 

 

This size grouping is according to our experiment resources, we used 

windows explorer grouping as an initial values, and then we re-classify this 

grouping. In Microsoft windows operating system in file explorer, this 

classification is presented when we want to group files according to its size. 

 

Figure 5.1: Microsoft Windows File Size Classifications 

We can see in Figure 5.1 that small files are 100KB for max size, in our 

research we declare that it is important to increase the number of collected 

bytes as much as possible, to increase the probability of detect any 

modifications on file. 

According to our experiment resources, we grouped the file sizes as 

mentioned in Table 5.2. 

Four subsets of whole dataset extracted according to its size, the size of each 

of them is 43% small files, 39% medium files, 17% large files and finally 1% 

huge file. 

We cannot collect large number of huge files due to its size, it needs large 

space, and the collected dataset is suitable. 
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5.1.2 Experimental environment and tools 

Our experiments are conducted with a desktop pc, running windows 7 x86 

operating system with core i5, 2400 CPU, @ 3.10 GHz, with 4 GB memory RAM. 

On VMware Workstation Ver. 10 environment, we created a desktop pc, 

running windows 7 x86 operating system with one CPU, and with 1 GB 

memory RAM. We use a free tool to create a private cloud, and web server, 

called OwnCloud and WampServer. 

To test network speed, we use a free tool called, Lan Speed Test. 

5.1.3 Setup a private cloud 

In this subsection, we will explain the process of setup a private cloud server, 

we use OwnCloud, and WampServer. 

5.1.3.1 WampServer 

WampServer is a Windows web development environment. It allows us to 

create web applications with Apache2, PHP and a MySQL database [34]. 

5.1.3.2 OwnCloud 

OwnCloud declared in its web site as an open source file sync and shared 

software for everyone, OwnCloud provides a safe, secure, and file 

synchronization and sharing on servers that we control [21]. We can share 

files and folders on our computer, and synchronize them with our OwnCloud 

server.  

Place files in our local shared directories, and those files are synchronized to 

the server and to other devices using OwnCloud Desktop Client. After all, with 

OwnCloud, it’s Your Cloud, Your Data, Your Way [21]. 

We setup these tools with the help of a video in YouTube, called How to Install 

OwnCloud on Windows 7 using Wamp [40]. Then we configure OwnCloud with 

WampServer, create admin user and test user, finally, we download and install 

the desktop client tool of OwnCloud, it is look like famous cloud storage 

providers, google drive and dropbox. 
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5.1.4 Model experiments 

After we collected suitable data set, and setup a private cloud server, seven 

different types of experiments have been constructed. 

 Experiment 1: Preparing and verifying files locally. 

 Experiment 2: Verify files in the cloud using high speed network. 

 Experiment 3: Verify files in the cloud using limited network 

bandwidth. 

 Experiment 4: Work on one file in the cloud using limited network 

bandwidth. 

 Experiment 5: Online auditing 

 Experiment 6: Offline verification 

 Experiment 7: Verify files in public cloud "Dropbox". 

5.1.4.1  Experiment 1: Prepare and verify files locally 

The first experiment is to prepare files locally and append meta-data to each 

file, by using different file sizes. The results occur as in Table 5.3, it is grouped 

according to file size: 

Table 5.3: Prepare and Verify Files Locally Results 

Desc Small  Medium  large  Huge  

Files Count 819 764 317 17 

Files size, MB or GB 90.6 MB 1.34 GB 2.48 GB 5.23 GB 

Files size(Byte) 95,102,961 1,447,213,183 2,668,177,290 5,626,274,784 

Prepare Files(Ms) 11,250 36,400 36,362 7,707 

Verify Files(Ms) 10,361 2,382 624 32 

Save To Data Base 2,277 2,373 343 649 

We prepared 1917 file locally using a desktop pc with suitable performance, 

with different file sizes and types, it takes less than 2 minutes in preparation, 

and less than 15 seconds for verification. 
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5.1.4.2 Experiment 2: Verify files in the cloud using high speed 
network 

After sending files to the cloud, and to accomplish our main objective in this 

research, we need to verify the data in the cloud side. A user maybe an 

organization, which has high resources and high speed network, or a normal 

user with limited resources, so in order to evaluate our model, we conduct an 

experiment for each situation. This experiment is conducted with high 

speed network, the network speed was:  

 
 

Download speed: 61 Mbps, upload speed:  150 Mbps. 

The results of Experiment 2 is: 

Table 5.4: Verify Files in the Cloud Using High Speed Network Results 

Desc Small  Medium  large  Huge  
Files Count 819 764 317 17 

Files size, MB or GB 90.6 MB 1.34 GB 2.48 GB 5.23 GB 

Files size(Byte) 95,102,961 1,447,213,183 2,668,177,290 5,626,274,784 

Verification Files  

Iteration 1 15,250 69,018 68,922 10,453 
Iteration 2 7,346 48,013 8,601 64 
Iteration 3 6.711 15,403 3,662 48 
Iteration 4 5,544 11,963 862 32 
Iteration 5 5,226 10,454 752 - 

In this experiment, we verify all files in the cloud in less than 3 minutes at 

worst case which was appeared in iteration 1. We think that the gap between 

Figure 5.2: Network High Speed Measures 
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first time span of first iteration and the last one appears from the problem of 

First Byte Time, the time to First Byte is the amount of time it takes after the 

client sends a request to receive the first byte of the resource from the server.  

5.1.4.3 Experiment 3: Verify files in the cloud using limited 
network bandwidth 

As we mentioned above, a user maybe an organization, or a normal user with 

limited resources, this experiment is conducted with the same desktop pc, and 

network speed, which was: 

 
 

Download speed: 3.8 Mbps, upload speed: 0.57 Mbps. 

The results of Experiment 3 is: 

Table 5.5: Verify Files in the Cloud Using Limited Network Bandwidth Results 

Desc 
Small 

files 

Medium 

files 
large files Huge files 

Files Count 819 764 317 17 

Files size, MB or GB 90.6 MB 1.34 GB 2.48 GB 5.23 GB 

Files size(Byte) 95,102,961 1,447,213,183 2,668,177,290 5,626,274,784 

Verification Files  

Iteration 1 162,029 383,428 174,027 10,947 

Iteration 2 158,239 380,724 173,795 10,983 

In this experiment, we verify all files in the cloud in less than 13 minutes, the 

worst case appeared in mostly iteration one. 

Figure 5.3: Network Limited Speed Measures 



42 

5.1.4.4 Experiment 4: Dynamic operation support in the cloud 
using limited network bandwidth 

We conducted also an experiment in one file for each group of file size, this 

experiment is required to test dynamic data operations, when we need to 

remove the hash value from the file, which is stored in the cloud. 

The results of experiment four was: 

Table 5.6: Dynamic Operation Support Using Limited Network Bandwidth Results 

Desc Small  Medium  Large  Huge  

Files Count 1 1 1 1 

Files size(Byte) 155,649 5,011,766 16,317794 1,085,828,878 

Collected Bytes 155,649 1287 1472 2312 

Verify Files(ms) 203 452 499 671 

Remove Hash (ms) 4 5 6 7 

Prepare Files(ms) 187 437 486 640 

In this experiment, we verify one files in the cloud in less than 0.5 second for 

most files. 

5.1.4.5 Experiment 5: Online auditing: 

In this research, we introduce a new idea to ensure the integrity of user's data 

in the cloud which is, online auditing. We used a method called File System 

Watcher Class, which listens to any change of a directory, or file in a directory. 

We tested this class, and we found that it is very efficient to detect any change 

if the it raises in file size or last date modification of the file, there are very 

important attributes that we can use to detect any change in any file,  

We try to expand its features to detect more than one file at the same time, so 

to detect more than one file we try to increase the internal buffer size in bytes. 

(The default is 8192 (8 KB).) 

The buffer starts from 4 KB, but it must not exceed 64 KB. For best 

performance, use a multiple of 4 KB on Intel-based computers. To declare the 

Internal Buffer Size, we quote the declaration from Microsoft:  
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"The system notifies the component of file changes, and it stores those changes in a 

buffer the component creates and passes to the APIs. Each event can use up to 16 

bytes of memory, not including the file name. If there are many changes in a short 

time, the buffer can overflow. This causes the component to lose track of changes in 

the directory, and it will only provide blanket notification. Increasing the size of the 

buffer can prevent missing file system change events." [18]. 

 

So, we choose the buffer size=16 kb (m_Watcher.InternalBufferSize = 16384). 

After we change the buffer size, we can detect more than one file at the same 

time. 

5.1.4.6 Experiment 6: Offline verification using limited network 
bandwidth 

Offline verification, is another verification method which introduces in our 

model, it aims to provide the user the ability to scan his files quickly, in order 

to detect any missed files or detect any modifications in his data files, we 

conducted this experiment using our database repository, it is done by scan all 

files and store files attributes in temp table, and compare scanned files with 

old values in file table. This experiment is conducted in limited network 

bandwidth.  

In Table 5.7, we introduced our experiment calculations: 

Table 5.7: Offline Verification Using Limited Network Bandwidth 

Desc Small  Medium  large  Huge  
Files Count 819 764 317 17 

Verify Files(ms) 1613 7771 2551 778 

Avg. of one File (ms) 

1613/819 

≈ 

1.97 

7771/764 

≈ 

10.17 

2551/317 

≈ 

8.05 

778/17 

≈ 

45.76 

In this experiment, we verify all files (1917 file) in the cloud in less than 13 

seconds. 



44 

5.1.4.7 Experiment 7: Verify files in real public cloud "Dropbox" 

It is important in our opinion, to run an experiment in public cloud, in order to 

ensure that our model is suitable and performed well, so we execute our model 

in Dropbox cloud provider. 

Dropbox 

"Dropbox is a service that allows you to bring all your photos, docs, and videos 

anywhere, and share them easily. Any file you save to your Dropbox will 

automatically be saved to all your computers, your phone or tablet, and the 

Dropbox website. Dropbox also makes it easy to share with others. If your 

computer melts down, you can restore all your files from the Dropbox website 

with a couple of clicks", Dropbox has more than 300,000,000 users, people 

save 1 billion files to Dropbox every 24 hours [9]. 

We conducted this experiment in Dropbox for all methods we presented, 

starting from collecting a dataset of 99 files, with different sizes from small to 

medium files. It is not possible for us to upload a huge number of files, because 

of our available uploading speed, it is not greater than 60 Kbps, total file size 

is (53.4 MB), and the results are shown in Table 5.8, as follows: 

 

Table 5.8: Results of Verifying Files in "Dropbox" 

Desc. Different files size  

Files Count 99 

Files size(MB) 53.4 

Files size(Byte) 56,037,955 

Prepare Files(ms) 34,863 

Verify Files(ms) 28,040 

Remove Hash (ms) 1,115 

Save to Database 1427 

Verify from Database 832 

 

In this experiment we also tested online auditing, since dropbox provides a 

way to access our files using mobiles, we use our mobile to delete and modify 

some files, and the system catches these operations. 
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5.2 Evaluation of the model 

The most important measure is performance, it depends on the execution time; 

which is related to our algorithm of verification of large files. 

The other measure is to evaluate the efficiency in terms of security, it is measured 

by detecting if any files are deleted or modified either online or offline. 

5.3 Testing environment 

A testing environment is a setup of software and hardware on which the testing 

is performed. This setup consists of the physical setup which includes hardware, 

and logical setup that includes Server Operating system, client operating system, 

database, front end running environment 

So we accomplished that by: 

1- Setup a virtual private cloud. 

2- Setup a client pc, using VMware Workstation V10, this pc running 

windows 7 x86 operating system. 

3- Collect suitable dataset, collect 1917 files with different sizes, and group 

these files into four categories. 

4- Install our tool "Integrity Verifier", to client pc, as an application, then 

integrate the tool with local database. 

5- Integrity verifier tool contains main methods, checksum verification on 

each file, online auditing and offline verification. 

 

5.4 Performance evaluation 

Several experiments are conducted, in order to evaluate the performance 

depending on execution time aspect. 

5.4.1 Checksum verification performance 

This measure is very important, especially with work in large files in the cloud 

environment, as we seen before in Section 5.1.4, we can notice clearly that the 

proposed model is fast, we summarized the results as follows: 
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Table 5.9: Results Summary of Verification Experiments 

Description 
Files 

Time (ms) 
count size group 

Local verifications 
819 90.6 MB small 

11,250 
High network speed 15,250 
Limited Network 162,029 
 

Local verifications 
764 1.34 GB Medium 

36,400 
High network speed 69,018 
Limited Network 383,428 
 

Local verifications 
317 2.48 GB Large 

36,362 
High network speed 68,922 
Limited Network 174,027 
 

Local verifications 
17 5.23 GB Huge 

7,707 
High network speed 10,453 
Limited Network 10,947 
 

Public Cloud 99 53.4 MB Variant 28,040 

Working with One File 

Limited Network 

1 152 KB Small 203 
1 5 MB Medium 452 
1 15 MB Large 499 
1 1 GB Huge 671 

According to the summarization presented in Table 5.9, we can notice that the 

performance when we run all tests in limited network bandwidth is not the least 

time, but it is logical result, and we can extract some observations from it as 

follows: 

Table 5.10: Calculate the Average Time for One File from Verification Experiment 

Description 
Files Total time 

(ms) 
Avg.  
Time count size Avg. 

Limited 
Network 
bandwidth 

819 
90.6 
MB 

90.6/819 
≈ 

0.11 Mb 
162,029 

162.029/819 
≈ 

198 ms 

764 1.34 GB 
1.34/764 

≈ 
1.79 MB 

383,428 
383,428/764 

≈ 
501 ms 

317 2.48 GB 
2.48/317 

≈ 
8 MB 

174,027 
174,027/317 

≈ 
549 ms 

17 5.23 GB 
5.23/17 

≈ 
315 MB 

10,947 
10,947/17 

≈ 
644 ms 
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Figure 5.4: Average Time for One File from Verification Experiment graph 

We can say that each file with size greater than 0.5 MB need approximately 0.5 

second to verify. This is because of retrieving data from file for H several times, 

hits the file from the cloud server several times, we can declare this in Table 

5.11: 

Table 5.11: Time  Needed to Read from File F for H Hit Number 

Size(MB) Size (Byte) 
H  

(Hits count) 
time 

Hit 
time(ms) 

1.79 1876951 63 501 7.95 

8 8388608 75 549 7.32 

315 330301440 84 644 7.66 

 

Figure 5.5: Time  Needed to Read from File F for H Hit Number Graph 
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We can extract hit count value approximately from ((n+m)*3), hit time value: is 

the time to complete reading of L byte, which block size=2L. 

We can see that we Collected a reasonable number of bytes with respect to the 

size of data file (in bytes), as we mentioned before, it is better to collect large 

number of bytes as possible, this is necessary to increase the probability of 

detection of any unauthorized modifications, also, network bandwidth must 

minimized, as the size of the proof is comparatively very small according to the 

file size. 

In this table we must take in our consideration that it is very efficient to 

minimize number of hits to each file, also try to collect much bytes as possible 

from different positions in the file, this method increased the probability to 

detect the changes in the file. 

5.4.2 Offline verification 

In our model we introduced this verification in order to ensure that our files are 

not missing, especially when a user disconnect his connectivity with internet for 

any reason, or if he want to store some family pictures for years as an example, 

so the main purpose of this verification method is to detect missing files, we 

found also that this method is the fastest method in our model, as we can see in 

Table 5.7, the verification time is less than 13 second for all data files in our 

dataset which contains 1917 file, we recommend to use this verification, when 

the user connect again to the internet. 

5.4.3 Online auditing 

Online auditing is a watcher on single directory or a single file inside a directory, 

this method uses internal buffer, which must not exceed 64 KB. We used 16 KB 

in our experiment in order to increase the probability to detect any changes in 

more than one file at the same time. Therefore, the size of received amount of 

data from cloud server, if any change occurs, is not large. When we monitor the 

network bandwidth, we found that the listener needs less than 1KB every 
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second, and when detecting any changes it still less than 16 KB in a second, we 

found that, the received amount of data is very acceptable, and does not affect 

the network bandwidth. 

5.4.4 Dynamic operation support 

The most important issue here is to conduct the change in the server side 

without the need to download all data locally, the process to remove the old 

hash value, recomputed a new one and appended it at the end of the file takes 

reasonable time as we can see in Figure 5.6. 

 

Table 5.12: Update Operation in Cloud Side 

 Desc 
Size 

Verify  
Remove 

Hash 
Prepare File Total 

Small 0.15 MB 203 4 187 394 

Medium 5 MB 452 5 437 894 

large 16 MB 499 6 486 991 

Huge 1 GB 671 7 640 1318 

  

 

Figure 5.6: Update Operation in Cloud Side Graph 
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5.5 Efficiency evaluation 

Efficiency measures the output results, and in our model we evaluate the 

efficiency in term of security. A security evaluation proves that the functions 

have been implemented based on our requirements, and the output results of 

this measure proves that our model has been performed at an agreed level. 

Different types of tests were conducted to ensure our works.  

Our security analysis focuses on detection data modification or deletion at 

server side we modify and delete some data files randomly, the modification 

is done by several way like direct modification or modifying and deleting 

other bytes in different files, we can read in verifications results that our 

model is highly efficient and resilient malicious data modification attacks. 

5.5.1 File verification 

The most important method in our research, is how to ensure the integrity of 

user's data in the cloud, with respect to file size and network bandwidth, we 

conducted many tests in order to evaluate the efficiency of this method, and 

these tests included: 

1- Insert some bytes to the file. 

2- Delete some bytes from the file. 

3- Change some bytes in the file, by using a free tool to crack some files in the 

cloud. 

4- Update some files directly in the server side. 

5- Silent crack, means to crack any file and saving the size and last 

modification date of the file. 

  



51 

We choose randomly some files from our dataset with these count, in Table 

5.13: 

Table 5.13: Count of Selected Files to Crack 

Desc. 
Files 

Count C 

C1=70% 

Of C 

C2=30% 

Of C 

C3=30% 

from C1 

Cracked Files = 

30% of C3 

Small 819 573 246 172 51 

Medium 764 534 230 161 48 

Large 317 221 96 67 20 

Huge 17 11 6 4 1 

Total 1917 1341 576 403 120 

 

Figure 5.7: Count of Selected Files to Crack Graph 

After we conducted all these tests, we verified our dataset, the system was 

very effective and detected all files that were modified. 

This is done by re-computing our method and recollecting the bytes from the 

file and calculating a hash value after inserting the secret key which is known 

only by the user, and comparing the hash value with old hash value which is 

stored in the file as a meta-data. If there is any mismatches between hashes 

values, it will give us a result that the file is different from the original one. 

The system will produce the new hash value and the recovered hash value to 

the user. 
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This method cannot detect any missing files, this case can be detected on 

offline verification step only. 

Collision resistant 

We checked our dataset SHA256 hash value for all 1917 files, after we 

prepared the files. We found that SHA256 is resistant to collision attacks, and 

we did not find any two different files having the same hash value whether 

the file was small or large.  

5.5.2 Offline verification results 

When a user reconnect to the internet, he can perform this verification in 

order to verify that his data is not modified or deleted. We found in Subsection 

5.4.2 that this method is the fastest method. So we recommended that this is 

the first method that should run in our data verification methods. In this 

verification process, if there is any result, the system will introduce these 

information: 

 

Figure 5.8: Offline Verification Results 

It is important to say that this method is very useful to detect missed files, we 

conducted many tests in order to test this method. It is very effective, but this 

method cannot detect only the case of modifying files without changing the 

size or last modification date in file attributes, this is not difficult to any 

cracker or cloud provider. 

5.5.3 Online auditing result 

File System Watcher will provide these results if any modification or deleting 

is detected in main or sub folder.  

 

 Figure 5.9: Online Monitor Result 



53 

Also, we tested this method in dropbox public cloud, we started the watcher 

on our pc, and deleted some files from my mobile, which can access to my data 

files in dropbox, and it works nicely and the system detect these 

modifications. Also, this method can detect the changing or deleting of more 

than one file at the same time, but it still limited it can detect only from 5 to 

20 files only at the same time, We discussed this issue and we argue that it is 

still very important method to detect any unauthorized modification online, 

since we try to be online all the time. Therefore if any unauthorized 

modification is detected, we can work with a response plan to prevent our 

files to lose or malicious modification to other files. 

Summary 

In this chapter, seven different types of experiments have been conducted to 

demonstrate the ability to verify data integrity. We performed these 

experiments using different file sizes, test locally and over a network, and with 

different bandwidth.  

These experiments covered all possible situations, in a high speed network 

and limited one, also covered all file sizes and types, which we considered as 

an important contribution in this thesis. 

We noted the results for each experiment in order to evaluate and discuss 

these results. 

In evaluation section, we evaluated our model in terms of performance and 

efficiency. We found that any file verification process of large files needs about 

0.5 seconds according to limited network bandwidth. 

It is necessary to say that, the File Verification process is the most important 

method in this research. We proved that it is very effective, it detected all 

modified files, with high performance. Also, Offline verification is the fastest 

method in our model, it is very effective especially on detecting the missing 

files.  
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Chapter 6 

Conclusion and Future Work 

In this chapter, we concluded our work, results, and the future work directions.  

In this research, we discussed the problem of ensuring data integrity in the cloud. 

We introduced the security problems in the cloud and declared that data security 

is becoming a fundamental obstruction in cloud computing, and it is important to 

users to ensure that their data is stored securely without the existence of local 

copies.  

Many researchers discussed this problem and introduced some solutions to 

ensure data integrity, which is stored in the cloud.  

Most prior works considers static data files and not supporting dynamic data 

operation or introducing significant computation and communication 

complexity. None of them discussed the problem of large data files with dynamic 

operation support; also, they did not study the problem of missing data files. 

So, we built the model to ensure the integrity of user's data in the cloud without 

the need to keep old data files locally in user's side. This model provided three 

methods: 

1- File verification method 

It is considered the most important method in our model; we collected a 

reasonable number of verification bytes depending on file size to increase 

the probability of detecting any unauthorized modifications. 

This method reduced computational overhead of the client and reduced 

the network bandwidth. 

Several experiments are conducted, we used different size of files start 

from 11 KB up to 1 GB. We found that file verification process for each file 

needs about 0.5 seconds.  

A suitable hash algorithm is used to encrypt the collected bytes with a 

secret key and then we wrote the hashed value at the end of the file. 
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We found that the chosen of SHA256 algorithm is a correct choice, it is 

very effective and collision resistant.  

2- Offline verification 

When we got offline for a while, and reconnected online again. This 

verification is used to detect any missed files and proved that it is the 

fastest verification. 

This method is fast and effective, it detected all files with a change in size 

and last modified date, and the best effective feature was detecting all 

missing files. 

In the experiment in limited network bandwidth we conducted this 

method in less than 13 seconds for all (1917) files.  

3- Online monitoring 

Online auditing is introduced as a new idea, when most users connect to 

the internet all the time, to follow their social media. We used this feature 

and introduced online watcher. 

We illustrated that this verification is very useful for the user, in order to 

detect any modifications directly. 

Also, dynamic operation support is allowed. 

Unlike most prior works, we introduced a real experiments with real results, 

most of previous researches did not provide their results, and also we tried to 

cover most scenarios in our seven experiments with our collected large dataset. 

We found that our model is very effective and of high performance 

Future work 

Our model does not prevent the modifications of data. It cannot detect or recover 

the original data if any unauthorized modification is accomplished. 

Also our model does not support other users or third party auditors to verify the 

data, the model allow only the owner user to verify his data, all these will be a 

future challenges.  
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