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Abstract 

Encryption key transferring over a communication network is unsafe method, in the way it 

breaches the safety criteria once the key is discovered, this breaching conflicts with CIA 

triangle, specifically with confidentiality concept, where the data is already known by 

unauthorized party. Available encryption techniques might be one of the solutions which are 

offered to overcome the confidentiality concept of CIA triangle. However, the key transfer 

should be safe, and deny unauthorized parties to get the transferred key, except the parties 

that are authorized in the secured communication process. Securing the key data 

implemented with VPN, third part or key agreement before establish connection. 

Our research is based on transferring the key over a network which will not be used for the 

communication process. The main idea is to generate two secret keys, the first is used as a 

secret key to encrypt the second key in multi-level encryption process, the encrypted second 

key will be sent over GSM network. The second key will be decrypted then used as a secret 

key for the text transferring over LAN. The first key will be generated using Diffie-Helman 

algorithm. This key will be used as a secret key for encrypt the second key over multi-level 

encryption process, which is implemented by passing the first key as secret key and 

encrypting the second key in a predefined order of algorithms where is the start index related 

to the connection request time stamp, the resulted key will be sent over GSM. 

We have selected five encryption algorithms in the same order in the system. The selection 

of the first algorithm to start the multi-level encryption process is based on the connection 

time stamp. We have developed a pilot simulation for the solution, and got many 

improvements for the new solution which is summarized in: 1. reducing the required time of 

connection, instead of waiting for IO for knocking time and SMS sending receiving time we 

minimize the knocking for one request and the SMS for one time waiting .2. Financial 

connection establishment cost by decreasing 50%. Increasing the complexity of guessing the 

key and the algorithm to decrypt the sniffed data. In addition, controlling the key length by 

the algorithm settings. 

Keywords Cryptography, Cryptanalysis, Key Generation, Key Distribution, Key Length.  
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 عنوان البحث

 على تعدد طبقات التشفير على شبكة الهاتف النقال توزيع مفتاح األمان للشبكة المحلية باالعتماد

 

 الملخص

نقل مفتاح التشفففير على الشففبكات التم يتت التواالففل ياللها يعتبر غير رم  نخرا للخلورة التم تنعكم على معايير ان 

ق أهت نقاط مثلث األمان )مدى الوثو وهم أحدبالخصوالية أو تكامل البيانات  والتم ترتبطاألمان فم حال كشف المفتاح 

كون ياسففتخدات تقنيات التشفففير المتاحة ربما  .متاحة طوال الوقت( وأييرا أنهانقلها  ومدى الففحة المنقولة،م  البيانات 

ير هو ولك  نقل المفتاح المتفق عليه بي  طرفم التشففف وكذلك تكامليتها،أحد الحلول لمشففكلة الوثوق فم البيانات المنقولة 

 طرفم التشفير. سوىم  طرف رير  هلمشكلة الرئيسة حيث انه يجب نقل المفتاح دون الوالول إليا

ستخداتيعتمد البحث الذي قمنا عليه  شكل مشفر  شبكة با  يمك  الوالول عليه ال تنصالتتت فم حي  أيرى لنقل المفتاح ب

 .المنقولالمفتاح  استخداتبالبيانات  والثانية لتشفير األولى لتشفير المفتاح المنقول :طريقتي  للتشفير وهنا نستخدت لقيمته،

 يتت تشفففير المفتاح بعدة طبقات تشفففير وبناء عليه Diffie-Helmanلنقل المفتاح األول بشففكل رم  نسففتخدت يوارزمية 

ساله و ستخدت هذا المفتاح  وم  ثت. شبكة الهاتف النقال GSM عبرإر شفيره ي على  اءبعكم ترتيب اللبقات بن-بعد فك ت

شفففيرها بنفم ت ويتت فكيوارزمية عشففوائية م  طبقات التشفففير  باسففتخداتلتشفففير البيانات  -تزام  وقتم بي  اللرفي 

 الخوارزمية اعتمادا على التزام  بي  طرفم االتصال.

 م  ثتونقلة البداية بناء على التزام  بي  طرفم االتصال  انتقاءقمنا بإدراج ترتيب معي  لخمسة يوارزميات تشفير يتت 

صففال. االتإرسففاله عبر الجوال لللرف الذي طلب  وم  ثتيقوت برنامج المحاكاة بتمرير المفتاح على كافة الخوارزميات 

الل الجوال بالجهاز  ستقبل بو شفير بناء على نفم المزامنة  وقراءة المفتاحيقوت الم  ول للمفتاحوالوالفوعكم عملية الت

اللحخة الزمنية لإلرسففال تسففتخدت أحد تلك الخوارزميات  وبناء علىالمرسففل. يبدأ طرفم االتصففال بإرسففال الرسففائل 

شفير  سل النصللت شفر إلى اللرف الثانم  وير شفير  ويتت عكمم الول للمحتوىالت  اللنا الىاة وبعد تنفيذ المحاك .والو

 %05بتقليل النسففبة إلى   تكلفة تأسففيم اتصففال م  حيث المالتخفيض . 1التالم:  وتتلخص فم االسففتنتاجاتالعديد م  

قت، يد تخمي   والو يادة تعق ول طوأييرا إمكانية التحكت فم  اإلرسففففال،خوارزمية المسففففتخدمة فم وكذلك ال المفتاح،ز

 ن المللوب.االمفتاح المناسب حسب مستوى األم
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1 Chapter 1: Introduction 

This chapter introduces the research project by a brief highlighting of the research problem, 

current solutions, and the proposed technique. 

1.1 Sniffing Attacks 

Data transfer over networks is considered as the best technique that improves the rate of 

achievements over distances in an immediate way. Although the rate of data transfer is a 

good point, there are many problems that may occur during the transfer process. One of these 

problems is called sniffing which has direct inconsistent with CIA triangle [41] in security 

principles. Sniffing of data removes the confidentiality of the data sent from the sender to 

the receiver in case of valuable or sensitive data. There are many studies that stand to defeat 

such problem or at least prevent the attackers from knowing what the parties transfer over 

the networks. Sniffing problem occurs because of the nature of the transfer process itself 

where the data moves from one node to another until it reaches the target machine. This 

mechanism allows the nodes to make a copy of the packets and read it in an unauthorized 

way. After many studies the only solution is to encrypt data in a way that the communication 

parties can decrypt it easily by agreeing on an encryption method. There are many encryption 

approaches to ensure that transferred data is understood by the parties. These approaches 

are: third party and key agreement. [3] [4] [5] [6] [7] [8] [9] [31] [32]. 

In information and communication technology, security of information is provided with 

cryptography. In cryptography, the key management is an important part of the whole system 

where the security lies on secrecy of cryptographic key. If the key size is large, the 

corresponding cryptographic algorithm ensures a guaranteed secure communication [1]. 

Distribution of the secret key is the main challenge in symmetric cryptography [2]. Key 

distribution techniques are classified based on network types as local area, wide area and 

threshold area conditions [1], now there is a general opinion to use the cryptography to 

ensure the data confidentiality according to CIA triangle. 
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1.2 Current solution approaches: 

Many solutions for preventing data sniffing are proposed based on encryption of the data 

before sending it over the network. The data should be encrypted by using keys which are 

agreed between the communication parties before communication. The sender encrypts the 

data in an unreadable way by using the keys which are agreed on before. Encryption concepts 

are accepted widely in protecting systems and the data transferred over the networks. There 

are two approaches in the encryption field: Encryption based on third party which responses 

for encrypting data before sending from client to server. The other approach is based on 

encryption by key agreement between the data transfer parties, before communication 

establishes. Both approaches can guarantee that any attacker can sniff the data would not 

make use of it, unless getting the encryption key by stealing or guessing it. 

1.2.1 Virtual public network VPN: 

Extends a private network across a public network, such as the Internet. It enables users to 

send and receive data across shared or public networks as if their computing devices were 

directly connected to the private network, and thus benefit from the functionality, security 

and management policies of the private network. 

Figure 1-1 Show the VPN Architecture Shows that I have my virtual network, between the 

client and the VPN server this channel in red is secure, so I can send whatever I want in 

secure manner and no one can get the data transferred between the client and VPN server, 

but when I send data to any other client in the LAN the data, I will suffer from the man in 

the middle (Sniffing problem).  

 

Figure 1-1  VPN Architecture Over WAN 
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1.2.2 Third-party approach and risks 

Many researches and algorithms have been published and developed to avoid sniffing and 

stealing data or unauthorized data access. Such researches and algorithms based on two 

approaches: the first approach is based on third party to encrypt and secure data before, 

during and after transmission. Third party approach is getting widespread but not all data 

can be secured by third party, because of its sensitivity and there is no guarantee that data 

cannot be read by the third party itself, either by the organization itself or an employee in 

the it, because the organization is the one who is responsible for generating the key for 

encryption and decryption. There is a bug that has been identified called heart bleed which 

allows attackers to know information should be secured. Such bugs drive in combination 

with considering the third party as untrusted, to search for alternative solutions to avoid 

depending on third party and do the cryptography process ourselves. 

Third-party risks examples: 

As known, encryption/decryption stand on the basic of secure keys agreement between 

communication parties. Some threats are shown in [4] [5] [6] in the third party certificate 

especially those which are used in non-web base application as those in PayPal, Amazon and 

FBS. The data which has been transferred in previous examples was sniffed because of the 

bugs in the third party certification [4] [6]. Encryption always requires an encryption key to 

be agreed before communication between the communication parties. Such rules are 

assessed by depending on a third party to arrange the key and the encryption/ decryption 

rules. The behavior itself is a threat as we mentioned before: 1.The certification bugs as 

Heart Bleed. 2. The personal and ethical behavior of the third party or its employer.  

Sniffing on the certification which used to secure data can be assessed in non-web based 

application[4][5][6], The validity of the safety of the third party certification in non-

browsing application was not implemented correctly, which allows the man in the middle to 

sniff data and get benefit of the bug in the OpenSSL library, where the key and other login 

information can be sniffed, and that is clearly the opposite of what the researches try to assess 

to secure the data and information during the transmission process.  
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1.2.3 Key agreement approach and risks 

In the second approach, researches and algorithms were developed and applied using the 

same idea, Key agreement before transmission and communication. The second approach 

mentioned before, is based on the parties must agree on an encryption key, the data is 

encrypted before sending and when receiving the data is decrypted to make use of it. 

S. Barman [3] research based on finger print for each user can access the system where 

Biometric template is used to generate cryptographic key using key generation algorithm. In 

most of the cases, hash function is used to generate a stable binary string from biometric 

template. These approach completely inconsistence with Physical Security measurement 

because the finger print can be stolen from anything the authorized person touch. 

C. Sur [7] research based on bit processing to encrypt the text by modifying an algorithm 

which responsible for bit rearrangement, C. Sur mentioned that when a file system is taken 

into consideration like a .doc, .pdf, .txt file is considered it will possess lots of letters inside 

and it is here that each letter can go through the algorithm. Such solution is a high processing 

cost for the parties; it makes a high delay in transmitting and that not valid for valuable data 

in short life time. 

F.Yue. et al [8], research based on closed group and automatic self-destructing scheme after 

predefined period of time, but he mentions in his assumption that “No attacks on a VDO 

before it expires”, this assumption is not guarantee for the internet connection which 

mentioned in his assumptions. 

V.Srivastava. et al [9], research based on that process is initiated by user by sending an SMS 

to the SMS Server connected to the PRNG requesting for the 256-bit One-Time Key which 

will act as the key for AES encryption and an 8-bit random number R which should be 

relatively prime to P and N. The numbers P and Q are prime numbers unique for each user 

and are already stored in the database server connected to the SMS server for each user. The 

only precursor for this process is that the user’s mobile number should be registered 

beforehand with the SMS Server. Request OTP <Allotted User ID><Fixed User 

Passcode><source IP-Address>the OTP is generated with validity time period so that there 

is no duplicate OTP generated before the use of original OTP. V.Srivastava. et al mention 

that the OTP will be send as a plan text on GSM which may but it under attacks [6]. 
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1.3 Statement of the Problem 

The main problem which rises after reviewing previous researches is the key distribution 

and how to protect it. The primary shortcoming of the APK v1.0 algorithm reported in [9], 

is that the distribution of the private key takes place in a plain text format over GSM network.  

This is a clear security risk since it can be easily exposed through sniffing attacks.  This is a 

sever breach of the CIA triangle from the confidentiality aspect. 

1.4 Objectives 

1.4.1  Main Objective 

The main objective of this research work is to overcome the private key plain text 

distribution vulnerability of the APK v.10 algorithm by implementing a modified version of 

the algorithm that ensures a protected exchange of the private key.  

1.4.2 Specific Objectives 

The specific objectives of the project are: 

1. Analyze the current solution which concern with distribute the key over network to 

detect the shortage and overcome the detected shortage. 

2. Design an algorithm to distribute the key over GSM securely. 

3. Realize the algorithm and apply through government LAN, GSM Gate. 

4. Evaluate the algorithm using a set of experiments, this experiments focuses on the 

measurement of financial cost, time cost, finally overall comparing of the proposed 

solution KDOGSM v1.0 and APK v1.0. 

1.5 Importance 

When we talk about sensitive data that should be restricted for a specific area, we have to 

encrypt it as mentioned before. Most application as banks, government and military systems 

are based on high secure type of transferring data. The APK v1.0 in [9] is secured but not 

enough. V.Srivastava. et al [9] suggests that the key will be sent over GSM but the breach 

here is that the key is going to be sent as a clear text, moreover he suggests to use a single 

algorithm AES which means if I sniff the key from the GSM, then I can easily read the 

content of the messages transferred between the two parties on the LAN. 



 

6 

Our attend is based on encrypting the key before distributing to the parties to avoid the 

sniffing of the key, this idea makes it difficult to read the key. On other hand it makes the 

sniffed packets over LAN hard to be understood. 

1.6  Scope and Limitations 

Our solution is able to encrypt/decrypt text over LAN with a technique based on calculated 

randomization, OTP (One Time Password) per connection, The randomization especially in 

key generation using one time password to overcome the static keys, send the key clearly 

over the same communication channel and send the key by clear text via GSM. Our solution 

is based on random selecting of encryption algorithms order, random communication parties 

numbering and sending encrypted key via SMS on GSM to secure the data which will be 

transferred over the communication channel (LAN). 

Our work has limitations, which is not valid for all purposes. The limitations are 

1. It works on LANs and WANs, but our works limited to LAN. 

2. It is not valid for chatting for a long time, because if the attacker got the key, it’s easy 

to sniff the packets and decrypt it by guessing one of the five selected algorithms. 

3. It is used for short term valued data because the time required to guess the encryption 

key and the encryption algorithms around days in average. 

4. It transfers all data, but our model apply the text data only. 

5. Smartphone should be connected during the whole session of communication. 

1.7 Methodology 

We will follow a research methodology that consists of the following phases: 

1. Solution Design 

a. Specify the type of data to be sent. 

b. Select proper algorithms which are effective, secure, and less time cost. 

c. Consider the delay of the receiving SMS from GSM network 

d. Design the algorithms for generating the random numbers and keys for parties per 

connection. 
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2. Solution Implementation 

a. Build a desktop application that implements the proposed approach. 

b. Create a real environment to check the robustness of the mechanism. 

c. Built a desktop application that implements reversing our algorithm to state the 

trials of the key Guessing. 

3. Solution Performance Evaluating  

a. Analyze our results of the implementation to evaluate it and prove that our 

consideration and constraints have been achieved correctly. 

b. Compare our performance results with the existing algorithms performance. 

i. Optimal key length. 

ii. Trials need to guess the key according to key length. 

iii. Financial cost of connection establishment. 

1.8 Thesis Structure 

Chapter 1 Introduction: Introduces the research project by a brief highlighting of the research 

problem, current solutions, and the proposed technique. Chapter 2 Technical and Theoretical 

Foundation: Describes the technical foundations needed for thesis work, including Data 

transfer, cryptography, third party, Terminology of symmetric cryptography algorithms and 

symmetric cryptography mode. Chapter 3 Related Works: Study and investigate methods 

and algorithms used for distribution key over LAN, and show how the network environment 

may affect the process of key transfer or running of applications. Chapter 4 Design and 

System Model: Discusses the background concepts of the “Advanced Port Knocking 

Authentication Scheme with QRC using AES” algorithm; the structural model that will be 

implemented, the general steps of the algorithm, the key generation algorithm, the encryption 

algorithm, the decryption algorithm, and the resulting enhancement on the whole algorithm. 

Chapter 5 Experiments and Results: Discuss the experimental design for our research work 

and the experiments results. Chapter 6 Conclusions and Future Directions: Present and 

discuss the conclusions for this work and the future directions 

. 

  



 

8 

2 Chapter 2: Technical and Theoretical Foundation 

This chapter describes the technical foundations needed for thesis work, including Data 

transfer, cryptography, third party, Terminology of symmetric cryptography algorithms and 

symmetric cryptography mode. 

2.1 Introduction  

Cryptography is the study of the mathematical techniques related to aspects of Information 

security such as confidentiality, data integrity and authentication. The basic idea of 

cryptography is to transmit information over an insecure channel and ensure that no entity 

in the middle can understand what is being transmitted. The history of cryptography goes 

back all the way to the Egyptians about 4000 years ago. It was also used extensively during 

the world wars [10]. As an illustration we can consider two people, say Alice and Bob, who 

wish to transmit information back and forth in such a way that a third person Oscar who is 

an opponent and can listen to the transmission but cannot decipher the information being 

transmitted. The information Alice intends to send is called the plaintext since it is not 

encrypted yet. Alice encrypts the plaintext with a predetermined key called the cipher key 

and transmits the cipher text over the insecure channel to Bob. Bob knowing the cipher key 

can decipher the cipher text to obtain the plaintext. Oscar, who does not have the cipher key, 

cannot decode the cipher text [11]. Figure 2-1 illustrates this.  

 

Figure 2-1 Cryptography System 

Cryptography is probably the most important aspect of communications security and is 

becoming increasingly important as a basic building block for computer security [12].The 
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increased use of computer and communications systems by industry has increased the risk 

of theft of proprietary information. Although these threats may require a variety of 

countermeasures, encryption is a primary method of protecting valuable electronic 

information [13].  

Modern cryptography can be divided into two main subfields of study: Symmetric-key and 

Asymmetric-key cryptography. Symmetric-key can be divided into block ciphers and stream 

ciphers. Figure 2.2 depicts the taxonomy of cryptography.  

 

Figure 2-2 Taxonomy of Cryptography 

2.2 Symmetric-key Cryptography 

Symmetric-key cryptography refers to encryption methods in which both the sender and 

receiver share the same key (or, less commonly, in which their keys are different, but related 

in an easily computable way). This was the only kind of encryption publicly known until 

June 1976 [15].  

The modern study of symmetric-key ciphers relates mainly to the study of block ciphers and 

stream ciphers and their applications. We will discuss the terminology involved in 

symmetric-key cryptography in sections 2.3 and 2.4. 
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2.3 Asymmetric-key Cryptography 

Asymmetric-key cryptography is also known as public-key cryptography where by two 

different but mathematically related keys are used a public key and a private key [16]. A 

public-key system is so constructed that calculation of one key (the 'private key') from the 

other (the 'public key') is computationally infeasible, even though they are necessarily 

related. Instead, both keys are generated secretly, as an interrelated pair [17]. The public key 

may be freely distributed, while its paired private key must remain secret. The public key is 

typically used for encryption, while the private or secret key is used for decryption. The most 

famous applications of public-key cryptography are Elliptic-curve cryptography, PGP and 

the public-key infrastructure (PKI). Elliptic Curve Cryptography (ECC) provides the highest 

strength-per-key-bit of any cryptography algorithm known to take. Compared with other 

public-key approaches, ECC not only has the higher security but also has lows computation 

overhead, shorter key size and narrower bandwidth. Therefore, the experts believe that ECC 

will become the next generation widely used public-key cryptography.  

Pretty Good Privacy (PGP) is a computer program that provides cryptographic privacy and 

authentication. PGP is often used for signing, encrypting and decrypting e-mails to increase 

the security of e-mail communication.  

A PKI (public key infrastructure) enables users of a basically unsecured public network such 

as the Internet to securely and privately exchange data and money through the use of a public 

and a private cryptographic key pair that is obtained and shared through a trusted authority. 

PKI provides single sign on where a single login to the infrastructure system enables them 

to use that authentication token or service transparently through the rest of the infrastructure 

[11]. 

2.4 Cryptography Goals 

There are five main goals of cryptography. Every security system must provide a bundle of 

security functions that can assure the secrecy of the system. These functions are usually 

referred to as the goals of the security system. These goals can be listed under the following 

five main categories [18]:  

1. Authentication: The process of proving one's identity. This means that before sending 

and receiving data using the system, the receiver and sender identity should be verified. 
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2. Privacy/confidentiality: Ensuring that no one can read the message except the 

intended receiver. Usually this function is how most people identify a secure system. It 

means that only the authenticated people are able to interpret the message content and 

no one else. 

3. Integrity: Assuring the receiver that the received message has not been altered in any 

way from the original. The basic form of integrity is packet check sum in IPv4 packets. 

4. Non-repudiation: A mechanism to prove that the sender really sent this message. 

Means that neither the sender nor the receiver can falsely deny that they have sent a 

certain message. 

5. Service Reliability and Availability: Since secure systems usually get attacked by 

intruders, which may affect their availability and type of service to their users. Such 

systems provide a way to grant their users the quality of service they expect. 

2.5 Terminology of Symmetric Cryptography Algorithms 

The terminology of symmetric cryptography algorithms mainly includes the following: 

Plaintext: Plain text is the ordinary information which the sender wishes to transmit to the 

receiver(s).  

Ciphertext: The encrypted text is called Ciphertext. Encryption and Decryption: Encryption 

is the process of converting plain text into ciphertext as shown in Figure 2.3. Decryption is 

the reverse process, moving from ciphertext back to the original plaintext.  

 

Figure 2-3A Typical Encryption Procedure 
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Cipher: A cipher is a pair of algorithms which ensure the encryption and the reversing 

decryption. The detailed operation of a cipher is controlled both by the algorithm and by a 

specific key.  

Key: The key is a secret parameter for encrypting or decrypting a specific message exchange 

context. Keys are important, as ciphers without keys are trivially breakable and therefore 

less than useful for most purposes. 

Block Ciphers: The block cipher is a type of symmetric-key encryption algorithm that 

transforms a fixed-length block of plain text data into a block of ciphertext data of the same 

length. This transformation takes place under the action of a user provided secret key. 

Decryption is performed by applying the reverse transformation to the ciphertext block using 

the same secret key. The fixed length is called the block size and, for many block ciphers, 

the block size is 64 bits. In the coming years, the block size will increase to 128 bits as 

processors become more sophisticated. Since messages are almost always longer than a 

single block, some method of knitting together successive blocks is required. The different 

ways of knitting together blocks are known as the modes of operation and must be carefully 

considered when using block ciphers. Mode of operation will be further elaborated in section 

4. Block ciphers can be easier to implement in software than stream ciphers, because they 

often avoid time consuming bit manipulations and they operate on data in computer-sized 

blocks [19].  

Stream Ciphers: A stream cipher is a symmetric-key cipher where plaintext bits are 

combined with a pseudo-random cipher bit-stream (key stream), typically by an exclusive-

or (xor) operation. In a stream cipher the plaintext digits are encrypted one at a time, and the 

transformation of successive digits varies during the encryption. Stream ciphers typically 

execute at a higher speed than block ciphers and have lower hardware complexity [19]. 

Stream ciphers that only encrypt and decrypt data one bit at a time are not really suitable for 

software implementation [19]. This explains why stream ciphers can be better implemented 

in hardware than block ciphers. 

Feistel - Cipher: A Feistel cipher is a symmetric structure used in the construction of block 

ciphers; it is also commonly known as a Feistel network. A large proportion of block ciphers 

use the scheme, including Blowfish, DES, MYSTY1, RC5, TWOFISH, XXTEA, GOST, 

etc. The Feistel structure has the advantage that encryption and decryption operations are 
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very similar, even identical in some cases, requiring only a reversal of the key schedule. 

Therefore, the size of the code or the circuitry required to implement such a cipher is nearly 

halved [14]. Feistel networks combine multiple rounds of repeated operations, such as:  

1. Bit-shuffling functions (often called permutation boxes or P-boxes).  

2. Simple, non-linear functions (often called substitution boxes or S-boxes).  

3. Linear mixing (in the sense of modular algebra) using XOR operations. 

Key Size: key size or key length is the size of the key used in a given cryptographic 

algorithm. An algorithm's key length is distinct from its cryptographic security, which is a 

logarithmic measure of the fastest known computational attack on the algorithm, also 

measured in bits [20].  

Rounds: Rounds is the number of iterations in a cipher system. From Figure 2.3 we can have 

a clear view that each repeated operations stand for a round. According to the crypto analysts, 

the bigger the number of rounds, the more secure the algorithms will be. The downside is 

that the execution time of the algorithms increases enormously. 

2.6 Symmetric cryptography Modes 

In cryptography, a mode of operation is an algorithm that uses a block cipher to provide an 

information service such as confidentiality or authenticity [21]. A block cipher by itself is 

only suitable for the secure cryptographic transformation (encryption or decryption) of one 

fixed-length group of bits called a block [22]. A mode of operation describes how to 

repeatedly apply a cipher's single-block operation to securely transform amounts of data 

larger than a block [23] [24] [25].  

Most modes require a unique binary sequence, often called an initialization vector (IV), for 

each encryption operation. The IV has to be non-repeating and, for some modes, random as 

well. The initialization vector is used to ensure distinct cipher texts are produced even when 

the same plaintext is encrypted multiple times independently with the same key [26]. Block 

ciphers have one or more block size(s), but during transformation the block size is always 

fixed. Block cipher modes operate on whole blocks and require that the last part of the data 

be padded to a full block if it is smaller than the current block size [22]. There are, however, 

modes that do not require padding because they effectively use a block cipher as a stream 

cipher.  
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There are several different modes of symmetric cryptography. ECB, CBC, OFB, and CFB 

are the earliest modes of operation that are have been defined where they are provide 

confidentiality, but they do not protect against accidental modification or malicious 

tampering [27]. 

2.7 Cryptanalysis 

Cryptanalysis refers to the study of ciphers, cipher text, or cryptosystems (that is, to secret 

code systems) with a view to finding weaknesses in them that will permit retrieval of the 

plaintext from the cipher text, without necessarily knowing the key or the algorithm. This is 

known as breaking the cipher, cipher text, or cryptosystem [28]. Typically, the objective of 

attacking an encryption system is to recover the key in use rather than simply to recover the 

plaintext of a single cipher text. There are two general approaches to attacking a conventional 

encryption scheme:  

Cryptanalysis: Cryptanalytic attacks rely on the nature of the algorithm plus perhaps some 

knowledge of the general characteristics of the plaintext or even some sample plaintext-

cipher text pairs. This type of attack exploits the characteristics of the algorithm to attempt 

to deduce a specific plaintext or to deduce the key being used.  

Brute-force attack: The attacker tries every possible key on a piece of cipher text until an 

intelligible translation into plaintext is obtained. On average, half of all possible keys must 

be tried to achieve success. If either type of attack succeeds in deducing the key, the effect 

is catastrophic: All future and past messages encrypted with that key are compromised. We 

first consider cryptanalysis and then discuss brute-force attacks. Table 2-1 summarizes the 

various types of cryptanalytic attacks, based on the amount of information known to the 

cryptanalyst. The most difficult problem is presented when all that is available is the cipher 

text only. In some cases, not even the encryption algorithm is known, but in general we can 

assume that the opponent does know the algorithm used for encryption. One possible attack 

under these circumstances is the brute-force approach of trying all possible keys. If the key 

space is very large, this becomes impractical. Thus, the opponent must rely on an analysis 

of the cipher text itself, generally applying various statistical tests to it. To use this approach, 

the opponent must have some general idea of the type of plaintext that is concealed, such as 

English or French text, an EXE file, a Java source listing, an accounting file, and so on.  
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Table 2-1 Types of Attacks on Encrypted Messages 

Type of Attack Known of Cryptanalyst 

Ciphertext only 
Encryption algorithm.  

Ciphertext to be decoded. 

Known plaintext 
Encryption algorithm.  

Ciphertext to be decoded.  

One or more plaintext-ciphertext pairs formed with the secret 

key. 

Chosen plaintext 
Encryption algorithm.  

Ciphertext to be decoded. 

Plaintext message chosen by cryptanalyst, together with its 

corresponding ciphertext generated with secret key. 

Chosen ciphertext 
Encryption algorithm  

Ciphertext to be decoded  

Purported ciphertext chosen by cryptanalyst, together with its 

corresponding decrypted plain generated with the secret key 

Chosen text 
Encryption algorithm  

Ciphertext to be decoded  

Plaintext massage chosen by cryptanalyst, together with its 

corresponding ciphertext generated with the secret key.  

Purported ciphertext chosen by cryptanalyst, together with its 

corresponding decrypted plaintext generated with the secret 

key 

The cipher text-only attack is the easiest to defend against because the opponent has the least 

amount of information to work with. Table 2-1 lists two other types of attack: chosen cipher 

text and chosen text. These are less commonly employed as cryptanalytic techniques but are 

nevertheless possible avenues of attack. Only relatively weak algorithms fail to withstand a 

cipher text-only attack. Generally, an encryption algorithm is designed to withstand a 

known-plaintext attack. Two more definitions are worthy of note. An encryption scheme is 

unconditionally secure if the cipher text generated by the scheme does not contain enough 

information to determine uniquely the corresponding plaintext, no matter how much cipher 

text is available. That is, no matter how much time an opponent has, it is impossible for him 

or her to decrypt the cipher text, simply because the required information is not there. With 

the exception of a scheme known as the one-time pad, there is no encryption algorithm that 

is unconditionally secure. Therefore, all that the users of an encryption algorithm can strive 

for is an algorithm that meets one or both of the following criteria: 

1. The cost of breaking the cipher exceeds the value of the encrypted information.   

2. The time required to break the cipher exceeds the useful lifetime of the information. 
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An encryption scheme is said to be computationally secure if either of the foregoing two 

criteria are met. The rub is that it is very difficult to estimate the amount of effort required 

to cryptanalyze cipher text successfully.  

A brute-force attack involves trying every possible key until an intelligible translation of the 

cipher text into plaintext is obtained. On average, half of all possible keys must be tried to 

achieve success. Table 2-2 shows how much time is involved for various key spaces. Results 

are shown for four binary key sizes. 

Table 2-2 Average Time Required for Exhaustive Key Search 

Key size (bit) Number of 

alternative keys 

Time required at 1 

decryption/ms 

Time required at 106 

decryption/ms 

32 232 =4.3 x 109  231 ms=35.8 minutes 2.15 milliseconds 

56 256 =7.2 x 1016  255 ms=1142 years 10.01 hours 

128 2128 =3.4 x 1038  2127 ms=5.4 x 1024 

years 

5.4 x 1018 years 

168 2168 =3.7 x 1050  2167 ms=5.9 x 1036 

years 

5.9 x 1030 years 

26 char. 

permutation 

26! =4 x 1026  2 x 1026 ms=6.4 x 

1012 years 

6.4 x 106 years 

2.8 One Time password (OTP)  

OTP is a password that is valid for only one login session or transaction, on a computer 

system or other digital device [43]. OTPs avoid a number of shortcomings that are associated 

with traditional (static) password-based authentication. 

2.8.1 Methods of generating the OTP 

2.8.1.1 Time-synchronized 

A time-synchronized OTP is usually related to a piece of hardware called a security token 

(e.g., each user is given a personal token that generates a one-time password). It might look 

like a small calculator or a keychain charm, with an LCD that shows a number that changes 

occasionally. Inside the token is an accurate clock that has been synchronized with the clock 

on the proprietary authentication server. On these OTP systems, time is an important part of 

the password algorithm, since the generation of new passwords is based on the current time 

rather than, or in addition to, the previous password or a secret key. This token may be a 

proprietary device, or a mobile phone or similar mobile device which runs software that is 
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proprietary, freeware, or open-source. An example of time-synchronized OTP standard is 

Time-based One-time Password Algorithm (TOTP). 

All of the methods of delivering the OTP below may use time-synchronization instead of 

algorithms. 

2.8.1.2 Mathematical algorithms 

Main article: Hash chain 

Each new OTP may be created from the past OTPs used. An example of this type of 

algorithm, credited to Leslie Lamport, uses a one-way function (call it f). This one-time 

password system works as follows: 

1. A seed (starting value) s is chosen. 

2. A hash function f(s) is applied repeatedly (for example, 1000 times) to the seed, 

giving a value of: f(f(f( .... f(s) ....))). This value, which we will call f1000(s) is stored 

on the target system. 

3. The user's first login uses a password p derived by applying f 999 times to the seed, 

that is, f999(s). The target system can authenticate that this is the correct password, 

because f(p) is f1000(s), which is the value stored. The value stored is then replaced 

by p and the user is allowed to login. 

4. The next login, must be accompanied by f998(s). Again, this can be validated 

because hashing it gives f999(s) which is p, the value stored after the previous login. 

Again, the new value replaces p and the user is authenticated. 

5. This can be repeated another 997 times, each time the password will be f applied one 

fewer times, and is validated by checking that when hashed, it gives the value stored 

during the previous login. Hash functions are designed to be extremely hard to 

reverse, therefore an attacker would need to know the initial seed s to calculate the 

possible passwords, while the computer system can confirm the password on any 

given occasion is valid by checking that, when hashed, it gives the value previously 

used for login. If an indefinite series of passwords is wanted, a new seed value can 

be chosen after the set for s is exhausted. 

To get the next password in the series from the previous passwords, one needs to find a way 

of calculating the inverse function f−1. Since f was chosen to be one-way, this is extremely 

difficult to do. If f is a cryptographic hash function, which is generally the case, it is (so far 
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as is known) a computationally infeasible task. An intruder who happens to see a one-time 

password may have access for one time period or login, but it becomes useless once that 

period expires. The S/KEY one-time password system and its derivative OTP are based on 

Lamport's scheme. 

In some mathematical algorithm schemes, it is possible for the user to provide the server 

with a static key for use as an encryption key, by only sending a one-time password. 

The use of challenge-response one-time passwords requires a user to provide a response to 

a challenge. For example, this can be done by inputting the value that the token has generated 

into the token itself. To avoid duplicates, an additional counter is usually involved, so if one 

happens to get the same challenge twice, this still results in different one-time passwords. 

However, the computation does not usually involve the previous one-time password; that is, 

usually this or another algorithm is used, rather than using both algorithms [43]. 

2.8.1.3 Several techniques that use OTP [45]: 

3. Lin OTP: is acronym for Linux One Time Password that uses OTP to increase the 

security of all types of logon processes. 

4. MOTP: is acronym for Mobil One Time Password which deals with synchronization 

between client and server with period of time usually 3munities; several software 

downloaded on mobiles support this technology. 

5. SMSOTP: SMS OTPs are used as an additional factor in a multi-factor authentication 

system. Users are required to enter an OTP after logging in with a user name and 

password. 

6. HOTP: is acronym for HMACOne Time Password algorithm based on an increase in 

counter value. Both client and server have a counter value. Server generates the password 

for using the counter. If both passwords match, the server authenticates the user and 

updates the counter (increment/ decrement the counter). 

7.  CROTP: is acronym for The OATH Challenge-Response algorithm based on challenge 

from authentication server.  While server sends random challenge consists of 4 character 

defined as PIN, the user enters PIN value then sends response to the server. 

8. TOTP: is acronym for Time One Time Password is used as an additional factor in a two 

factor authentication system. Users are required to enter an OTP after logging in with a 

user name and password to generate OTP in a period of time. 

http://en.wikipedia.org/wiki/HMAC
http://en.wikipedia.org/wiki/HMAC
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2.8.2 OTP Comparison 

 Implementing and analyzing three OTP techniques to prevent replay attacks in RADIUS 

protocol and provided a comparison between these techniques of our ELSBOT by 

considering a set of factors such as preventing replay attack, CPU overhead, technique 

speed, server response time and OTP duration. After testing and evaluating of our work, 

the researchers found that the three OTP techniques prevent the replay attack in RADIUS 

environment. The CPU overhead at TOTP technique is less than others and the speed at 

TOTP technique is the highest while the speed at CROTP technique is higher than HOTP 

technique. The average server response time at TOTP technique in our ELSBOT is the 

best in terms of server response time. Finally, according to these results, we reach that 

the TOTP is the most secure technique because this OTP is valid for a short time, while 

the CROTP is a more secure than HOTP because the server challenges us with the 

random PIN in the CROTP. Thus, our ELSBOT is an efficient overall solution from the 

security perspective and it will be much more difficult for attackers to reach the ELSBOT 

server [45] 

2.9 Virtual Private Network 

A VPN is a private network that uses a public infrastructure (usually the Internet) to connect 

remote sites or users [44]. The VPN as the name suggest uses “virtual “connections routed 

through the Internet from the business's private network to the remote site or remote 

employee. It is a new technology which can be applied to LAN as well as to WLAN. 

A VPN maintains privacy of data through security procedures and tunneling protocols. In 

effect, data is encrypted at sender’s side and forwarded via "tunnel” which is then decrypted 

at receiver’s side. An additional layer of security can be added by encrypting not only the 

data, but also the originating and receiving network addresses. Two VPN technologies that 

are being used are: 

1. Site-to-site VPN - A site-to-site VPN allows multiple offices in fixed locations to 

establish secure connections with each other over a public network such as the Internet. 

It also provides extensibility to resources by making them available to employees at 

other locations. 

2. Remote Access VPN - A remote-access VPN allows individual users to establish 

secure connections with a remote computer network. These users can access the secure 

resources on that network as if they were directly plugged in to the network's servers. 

 

2.9.1 Features in VPN  

1. Provide extended connections across multiple geographic locations without using a 

leased line.  
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2. Improved security mechanism for data by using encryption techniques.  

3. Provides flexibility for remote offices and employees to use the business intranet over 

an existing Internet connection as if they're directly connected to the network  

4. Saves time and expense for employees who commute from virtual workplaces  

5. VPN is preferred over leased line since leases are expensive, and as the distance 

between offices increases, the cost of leased line increase.  

6. IPSec VPN and SSL VPN are two solutions of VPN which are widely used in WLAN. 

We will discuss both of them together with their advantages and disadvantages. 

2.9.2 Disadvantages of IPSec and SSL VPN  

1. To establish a secure connection using IPSec VPN, a VPN Client is needed to be 

configured and installed on every terminal for data transmission.  

2. Installation and management of VPN client on every machine leads to expenditure 

which consequently increases with growing number of mobile users.  

3. IPSec VPN operation requires specialized training because of the software and 

hardware client installed. 

4. SSL‟s primary disadvantage is that it operates at application layer, limiting access to 

only those resources that are browser- accessible.  

5. Requires Java or ActiveX downloads to facilitate access to non-Web-enabled 

applications.  

6. SSL tunneling is not supported on Linux or non-Windows operating systems. 

2.10 Conclusion 

As this chapter has shown the background concepts of this work, not only does it give you 

the basic cryptography theory and cryptography goals, but it also provides more information 

about symmetric cryptography such as terminology of symmetric cryptography algorithms, 

symmetric cryptography modes and cryptanalysis. Guiding you along the ways is used to 

hacking the cryptography key to decrypt the cipher text that is transmitting between the sides 

of communication in the network. 
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3 Chapter 3: Related Works 

In this chapter we study and investigate methods and algorithms used for distribution key 

over LAN, and show how the network environment may affect the process of key transfer 

or running of applications. 

3.1 Third party approach 

As known encryption/decryption stand on basic of key agreement for both communication 

parties. There is an approach in cryptography called CA certification authority which is 

known as trusted certificates, which are typically used to make secure connections to a server 

over the Internet. A certificate is required in order to avoid the case that a malicious party 

(Sniffers) which happens to be on the path to the target server pretends to be the target. Such 

a scenario is commonly referred to as a man-in-the-middle attack. The client uses the CA 

certificate to verify the CA signature on the server certificate, as part of the checks before 

establishing a secure connection. Certification suffered some threats [4] [5] [6] in the 3rd 

party certificate especially those which are used in non-web base application as those in 

PayPal, Amazon and FBS. The data been transferred using previous examples were sniffed 

because of the bugs in the 3rd party certification [4] [6]. Either a notable case of CA 

subversion like this occurred in 2001, when the certificate authority VeriSign issued two 

certificates to a person claiming to represent Microsoft. The certificates have the name 

"Microsoft Corporation", so they could be used to spoof someone into believing that updates 

to Microsoft software came from Microsoft when they actually did not. The fraud was 

detected in early 2001. Microsoft and VeriSign took steps to limit the impact of the problem. 

On other hand the certification also has a bugs as Heart Bleed [2], the personal and ethical 

behave of the third party or its employer, all this points makes person thinks thousand time 

before securing his data using third part. 

3.2 Key agreement approach 

Second approach is based on two parties agree on an encryption key, the data encrypt before 

send and when received the data decrypted to make use of it. 

https://en.wikipedia.org/wiki/VeriSign
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3.2.1 Finger print 

S. Barman [3] research based on finger print for each user can access the system where 

Biometric template is used to generate cryptographic key using key generation algorithm. In 

most of the cases, hash function is used to generate a stable binary string from biometric 

template. These approach completely inconsistence with Physical Security measurement 

because the finger print can be stolen from anything the authorized person touch. 

Algorithm phases: 

Table 3-1 Cryptographic Key Distribution through Fingerprint 

Phase Process 

Phase 1 Enrolment of users  

Phase 2 Key Distribution Process 

User’s fingerprint data is enrolled to KDC. The fingerprint image is pre-processed and are 

extracted from fingerprint image. The fingerprint data is transformed in cancelable template 

with one way transformation function. User uses a random vector (P) as transformation 

parameter to provide diversity to the fingerprint data. The cancelable template is sent to KDC 

through a secure channel or it is submitted to KDC in offline basis. KDC assigns a unique 

user id to the registered user and stores the cancelable template along with user id in the 

database. The cancelable template will be used to generate permanent key of a user. The user 

must store the transformation parameter which is used at the time of cancelable template 

generation for enrolment. This key will be used to generate the same cancelable template 

from similar fingerprint using the same algorithm. 

3.2.2 Bit Processing 

C. Sur [7] research based on bit processing to encrypt the text by modifying an algorithm 

which responsible for bit rearrangement, C. Sur mentioned that When a file system is taken 

into consideration like a .doc, .pdf, .txt file is considered it will possess lots of letters inside 

and it is here that each letter can go through the algorithm. Such solution is a high processing 

cost for the parties; it makes a high delay in transmitting and that not valid for valuable data 

in short life time. 
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3.2.3 Randomized Cryptographic Key Generation Using Images  

The authors in [31], proposed system focuses on generating key based on images. The 

generated key need not have to be stored. It can be generated anywhere using the image and 

the session. To generate the original message from the cipher text one has to know the 

session on which the encryption is done, image considered for encryption, RGB values taken 

and processed for key generation. The key generation is based on the image stored in the 

database. Consider the pixel value of an image and extract one channel (RGB) at a time. It 

can be either a red channel or green channel or blue channel. The values of the components 

should be stored in an array. The array size should be p*q where p and q are the resolution 

of an image. The key is generated based on the following steps. They considered all the 

channels for key generation.  

1. Red channel: Consider only the diagonal values of the array whose indexes (N) are 

N%8=0. RMS(Root Mean Square) value for those diagonal values are calculated. The 

generated RMS value is considered as a part of the key and it is stored in a variable.  

2. Green channel: Sum up the all the pixel values in a zigzag manner starting from 0x0 to 

(n-1) x (n-1), n=size of the image and store the summed up value in a variable.  

3. Blue channel: Repeat the steps of the red channel. Now, the value got using the red 

channel is appended with the value got using the green channel and the blue channel 

value is also appended to generate the key. The sender encrypts the confidential message 

using the RC5 algorithm, once the encryption is done it is sent to the receiver along with 

the session log. The session log contains the time in which the encryption is done.  

In reference to the session log the receiver will consider the image in the image database to 

generate key for decryption. The generated key along with the encrypted message is sent for 

decryption (RC5 Algorithm) and the original message is extracted. 

3.2.4 Avoiding Key Exchange 

In [32], new type of Symmetric encryption algorithms is introduced. This new symmetrical 

encryption algorithm is proposed to prevent the outside attacks. The new algorithm avoids 

key exchange between users and reduces the time taken for the encryption and decryption. 

It operates at high data rate in comparison with The Data Encryption Standard (DES), Triple 

DES (TDES), advanced encryption Standard (AES-256), and RC6 algorithms.  

The new algorithm avoids fixed-key exchange between sender and receiver with each 

authentication process in WLAN.  
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The new algorithm uses a key size of 512-bits to encrypt a plaintext of 512-bits during the 

16-rounds. In this Algorithm, a series of transformations have been used depending on S-

BOX, different shift processes, XOR-Gate, and AND-Gate. The S-Box is used to map the 

input code to another code at the output.  

The key generation generates 16-keys during 16-rounds. One key of them is used in one 

round of the encryption or decryption process. In the first time, the initial key is divided into 

four parts a, b, c, and d, 128-bits each. In each round of the key generation, there are series 

of the transformation used to generate the round-key.  

The Encryption process in the new algorithm is used to encrypt the plaintext of size of 512-

bits by a key of size of 512-bits in each round during 16-rounds. Series of transformations 

are applied on the plaintext in each round to obtain a ciphertext finally.  

The key-updating is a new approach to increase the difficulty to discover the key. The text 

and speech signals are used to prove the success of the proposed algorithm. The proposed 

algorithm has higher data rate than DES, TDES, and AES algorithms. The voice encryption 

and decryption is applied using wired and wireless connection.   

3.2.5 Other key agreement approaches 

F.Yue. et al [8] research based on closed group and automatic self-destructing scheme after 

predefined period of time, but he mentions in his assumption that “No attacks on a VDO 

before it expires”, this assumption is not guaranteed for the connection which mentioned in 

his assumptions. 

V.Srivastava. et al [9] research based on that process is initiated by user by sending an SMS 

to the SMS Server connected to the PRNG requesting for the 256-bit One-Time Key which 

will act as the key for AES encryption and an 8-bit random number R which should be 

relatively prime to P and N figure 3-1, figure 3-2. The numbers P and Q are prime numbers 

unique for each user and are already stored in the database server connected to the SMS 

server for each user. The only precursor for this process is that the user’s mobile number 

should be registered beforehand with the SMS Server. Request OTP <Allotted User 

ID><Fixed User Passcode><source IP-Address> the OTP is generated with validity time 

period so that there is no duplicate OTP generated before the use of original OTP. 
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V.Srivastava. et al mention that the OTP will be send as a plan text on GSM which may but 

it under attacks [6]. 

 

 
 

 

Figure 3-1Flowchart of activity at the client side Figure 3-2Flowchart of activity at server side 

During the knocking process by the client Table 3-2, server offers no response and it just 

monitors the knocks silently on the specified ports. When the server detects a valid knock 

sequence, it triggers a server side process and opens the port for communication with the 

client. Such method either not valid for transmitting sensitive data neither urgent data. The 

numbers of request and SMS makes the suggestion hard to be reliable in case of sensitive 

data where the required bandwidth to achieve the required sequence makes a delay, either 
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sending 2 SMS to establish a connection makes the solution costly if the operation is repeated 

over the 24 hours. 

Table 3-2 Captured Data showing standard port knock sequence 

 

3.3 Virtual public network VPN 

Virtual public network (VPN) is a communications environment in which access is 

controlled to permit peer connections only within a defined community of interest, and is 

constructed though some form of partitioning of a common underlying communications 

medium, where this underlying communications medium provides services to the network 

on a non-exclusive basis. 

VPN Main function is to provide a secure media to isolate the client of the WAN and put it 

in a LAN to do his business securely of the man WAN he connected to. But on other hand 

we talk about the security in the LAN we isolated in we can say that if there is a Man-in-

Middle in this isolated LAN physically, he can sniff the packets easily where the content of 

theses packets is not encrypted, but the secured tunnel from outside WAN to isolated LAN 

is secure. 
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3.4 Conclusion 

This chapter presented and discussed a number of related works in the field of key 

agreement, agreement and distribution.  Based on the discussions above, it is clear that 

existing research works have the following set of shortcomings: 

1. Heavy algorithm processing as author mention in his research paper based on single 

algorithm for bit processing in fix way, the algorithm is user defined.  

2. Depending on human physical unique signature like finger print, which inconsistent 

with security physical measurement.  

3. The assumption of the LAN network is secure when sending key.  

4. Sending the key as plain text either on LAN or GSM. 

In our research we focus on problem number 4.  As a result of our work, some of the other 

problems have already been treated.  This is presented in more details in the next chapter. 
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4 Chapter 4: Proposed Technique 

This chapter discusses the background concepts of the “Advanced Port Knocking 

Authentication Scheme with QRC using AES” algorithm [9]; the structural model that will 

be implemented, the general steps of the algorithm, the key generation algorithm, the 

encryption algorithm, the decryption algorithm, and the resulting enhancement on the whole 

algorithm. 

4.1 Introduction:  

Our scenario is that two terminals need to exchange data through an unsecured channel. They 

need to ensure the confidentiality and authenticity of the messages transmitted between 

them, so they should use cryptography techniques to prohibit a third terminal from 

intercepting the exchanged data. They need to agree on the cryptography key before they 

can communicate with each other. Since the channel is unsecure to data exchange, it is 

unsecure to key exchange which should be secure and periodically changed to assure high 

security. Instead of exchanging session keys, we need a simple and secure method to 

generate the key in both sides. Advanced Port Knocking Authentication Scheme with QRC 

using AES is a new type of symmetric encryption algorithm that prevents the attacks and 

avoids key exchange between the two sides of communication by creating the key in home 

on the sender/receiver machine [9]. 

In this work, we have implemented the key distribution over GSM to a specific scenario that 

will be detailed in this chapter in order to measure the strength against the cryptanalysis 

attack and the efficiency of the algorithm against well-known symmetric crypto graphic 

algorithms which are AES, Rijindael, DES, 3DES and RC2. We decided to update this 

algorithm (Advanced Port Knocking Authentication Scheme with QRC using AES) to 

increase the strength and efficiency to be in the forefront, so during this chapter, we will 

explain the previous algorithm which will called “APK v.1". We will also explain the new 

enhanced algorithm which is modified from the previous algorithm. The new algorithm is 

called "KDOGSM v.1" 
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4.2 Virtual public network VPN 

Virtual public network (VPN) is a communications environment in which access is 

controlled to permit peer connections only within a defined community of interest, and is 

constructed though some form of partitioning of a common underlying communications 

medium, where this underlying communications medium provides services to the network 

on a non-exclusive basis. 

VPN Main function is to provide a secure media to isolate the client of the WAN and put it 

in a LAN to do his business securely of the man WAN he connected to. But on other hand 

we talk about the security in the LAN we isolated in we can say that if there is a Man-in-

Middle in this isolated LAN physically, he can sniff the packets easily where the content of 

theses packets is not encrypted, but the secured tunnel from outside WAN to isolated LAN 

is secure as Figure 4-1. 

 

4-1VPN Architecture over WAN and the reached LAN 

4.3 System model of current APK v.1 

The structure model of APK v.1 implementation approach in Figure 4.2 [9]. The block 

diagram shows that the host A and B are two hosts in the local area network, and they are 

communicating with each other by exchanging text messages. The model provides the two 

hosts a secure channel so they can exchange the data without doubting about the 

confidentiality and authenticity of the transmitted data over channel. 
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Figure 4-2Port Knocking Architecture [9] 

4.3.1 APK work flow: 

1. The process is initiated by user by sending an SMS to the SMS Server connected to 

the PRNG requesting for the 256-bit One-Time Key. 

2. One-Time Key will act as the key for AES encryption  

3. An 8-bit random number R which should be relatively prime to P and N.  

4. The numbers P and Q are prime numbers unique for each user and are already stored 

in the database server connected to the SMS server for each user.  

The SMS is sent through a dedicated channel which in out of band for general 

communication. The reply sent by the server is also send through the same dedicated 

channel. The only precursor for this process is that the user’s mobile number should be 

registered beforehand with the SMS Server. The message send by the user should be of the 

form Request OTP <Allotted User ID><Fixed User Pass-code><source IP-Address>.The 

OTP is generated with validity time period so that there is no duplicate OTP generated before 

the use of original OTP or the expiration of time period. This is done to prevent the duplicity 

of OTP for the same user ID to prevent denial of service attacks on the PRNG server and 

SMS server. The random number R is of 8-bit which will be used to spoof the IP-address 

every time the request packet is sent to the application server through any firewall. The reply 

SMS from the SMS Server should be of the form [9] <Time Stamp><One Time 

Key><Random Number R> Time stamp is used to verify authenticity of the OTP and will 

be required in the prevention of spoofing of the mobile numbers and DOS attacks. The 

obtained OTP is then passed to the client to work as the key for the AES which will be used 
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to encrypt the data to be sent i.e. the knock sequence which is our authentication data in this 

case and R which will be used in the Quadratic Residue Cipher. 

4.3.2 APK v1.0 example: 

Assume that source IP-Address is 172.17.12.20 and the value of p = 11, q = 17. Firewall 

server will randomly pick the value of R (here R = 7), which is relatively prime to N (=p*q). 

After the generation of knock sequences on the basis of source IP-Address, the destination 

port number and other entries are encrypted using AES and OTP. Once all the packets are 

generated to knock the firewall server, the algorithm follows the flowchart depicted in Figure 

4.3. The source IP-Address has been spoofed of each packet that will be involved in multiple- 

packet knocking (MPA). If we XOR 20 and 7, we get 19. Therefore, the first source IP-

Address is 172.17.12.19. The value of 72 mod (11*17) = 49 and XOR of 19 and 49 is 34. 

Therefore the second source IP-Address in the sequence is 172.17.12.34. This process is 

repeated and the following table is generated 

   

Figure 4-3Flowchart of activity at the client side [9] 

 

4.4 System model for proposed APK (KDOGSM v.1) 

The structure model of "KDOGSM v.1" implementation approach is depicted in Figure 4.4. 

From figure 4.4, we can conclude that the structure model of "KDOGSM v.1" workflow 

process. 
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4.4.1 Multi-level encryption Idea: 

Separation of key transfer network and the communication network takes place in order to 

increase security level. In our proposed techniques we send the key over GSM and the data 

over LAN. Before sending the key, we encrypt it in multi-level encryption algorithms. The 

idea of multi-level encryption is used to makes the brute-force attack possibilities large set 

than using single encryption algorithms, each decryption output from one level is considered 

as input for the next decryption process, until getting out the multi-level decryption process. 

Depending on this idea we make the number of guessing the key trials increased by 

multiplying this number by the count of the multi-level algorithms used in this proposed 

techniques.  

 

    Figure 4-4Key distribution Over GSM   
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4.4.2 Randomization selection of the encryption algorithms  

The more complexity is when using single encryption algorithm, the attacker’s main 

challenge is to guess the key by implementing the Brute-force attack on the used single 

algorithm, but in our technique, in each sending process we use a different algorithm based 

on sending time. 

4.4.3 Predefined array of algorithms 

Mansoor Ebrahim et al. [36]. After analyzing the most popular symmetric algorithms AES 

(Rijndael) was found the most secure, faster and better among all the existing algorithm with 

no serious weaknesses, there are some flaws in symmetric algorithms such as weak keys, 

insecure transmission of secret key, speed, flexibility, authentication and reliability i.e. in 

DES, four keys for which encryption is exactly the same as decryption [37]. This means that 

Original plain text can be recovered, if the encryption is applied twice with one of these 

weak keys [37]. DES is very slow when implemented in software; the algorithm is best suited 

to implementation in hardware. Similar is the case in IDEA that involves large class of weak 

keys facilitating the cryptanalysis for recovering the key. DES and IDEA have the same 

encryption speed on. Triple DES does not always provide the extra security that might be 

expected making use of double and triple encryption as well as it is very slow when 

implemented in software as it is derived from DES, and DES on software is already slow, so 

Triple-DES might be considered safest but slowest. In Blow Fish there are certain weak key 

that attacks its three-round version [36], further it is also exposed to a differential attack 

against its certain variants, it also slow in speed but much more faster than DES and IDEA. 

While looking at the five finalists of AES no serious weakness was found, however few 

feeble aspect was highlighted that might be exploit as a molest in near future, such as in AES 

(Rijndael) a numerical property of the cipher might be exposed into an attack, full RC6 

arbitrariness is not achieved, Serpent a bit slower and complex, Twofish possibly suspected 

to chosen-key attacks and MARS relatively complex to analyze. [38] [39]. 

This selection not restricted because we can attach any symmetric encryption/ encryption 

algorithms of the well-known algorithms, or user defined algorithm. We have select the best 

algorithms in performance, security and memory usage according to [36], we provide the 

flexibility for the system runner to change whatever he want by customizing the setting as 

he wish. 
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The order of the algorithms is meaningless for this application. Because the start algorithm 

always set by the time not by the last one been chosen. 

4.4.4 Why we use 2 key for this algorithm 

According to figure 4.4 we have generate Diffie-Hellmen DHK then convert it to MD5 hash, 

because the DHK range always small integer because the calculation method which is 

modules used in the Diffie-Hellmen algorithms, so if we depend on this key as the main key 

it is going to be easy to guess that key. 

In order to overcome this problem we have to convert that number to MD5 hash to generate 

the key of length N which make the algorithm stronger in face of the brute force attack by 

enlarging the dataset of key guessing. 

4.4.5 Algorithm encryption/ decryption work flow  

KDOGSM v.1 is based on encrypt the distributed key which will be used to encrypt the text 

over the communication channel. The idea is based on using two keys DHK created and 

managed using Diffie-Hellmen algorithm, which is responsible for encrypting SK1 of length 

N through multi algorithms. SK1 is going to be sent as SMS over GSM for the second party 

of the communication. More illustration is in the following steps: 

4.4.5.1 Preparation for key distribution over GSM 

Assume that we have two parties PA and PB are going to communicate over LAN in a secure 

channel. 

Assume the PB is connected to PA at time Tconnect.: Time stamp will be encrypted sequentially 

depending on the modulus of Tconnect over 5, The result will be the index of the algorithm 

which responsible for encryption the Tsend later, then each timestamp will encrypt decrypt by 

incrementing 1 to current selected algorithm. 

 

1. Diffie-Hellman Algorithm 

1.1 PA and PB are choose a random private numbers (a) and (b). 

1.2 Share public random (g) and (p). 

1.3 PA send to PB ga mod p as PAS. 
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1.4 PB send to PA gb mod p as PBS. 

1.5 DHK is calculated between parties as following: 

a) DHK = (PBS) a mod p for PA 

b) DHK = (PAS) b mod p for PB 

Example a=6, b=15, p=23, g=5 

PAS=56 mod 23= 8 

PBS=515 mod 23= 19 

DHK on PA is 196 mod 23=2   

DHK on PA is 815 mod 23=2  

1.6 Convert DHK to md5 hash to get the SK1 of length N bit to use it as a secrete key 

for multi-level encryption. 

2. Multi-level key encryption 

2.1 Generate random key of length N bit SK2. By PA party. 

2.2 Calculate start index of multi-level encryption as Tconnect mod 5 the value will be in 

range [0 – 4] which is the number of used predefined algorithm table 4-1 order in 

both connection parties. 

2.3 Now the secret key is SK1 and the data is the second key SK2 is going to pass through 

the multi-level encryption process. 

Table 4-1 Predefined encryption algorithm order in communication parties 

Start index 0 1 2 3 4 

algorithm AES DES 3DES Rijndael  RC2 

2.4 Loop the SK2 through the five algorithms Table 4.1 then return the encrypted key. 

2.5 The resulted encrypted key will be sent as SMS to PB over GSM via Predefined 

mobile number. 

Example: Assume that Tconnect timestamp= 635888764574724677 

Start index= Tconnect%5=2 

Then the SK2 will loop as the following Figure 4.5 and Table 4.1: 
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Figure 4-5 levels encrypted key which going to be sent over GSM 

 

4.4.5.2 Receiving key and decryption process 

Read the SMS encrypted received key (RK) from the mobile which is already attached to 

the PC before the communication process initiated.  

According to Tconnect time. Calculate start index of multi-level encryption as Tconnect mod 5 

the value will be ranged in [0 - 4], which is the number of the used predefined algorithms 

order on both connection parties. 

1. Now the secret key is SK1 which explained in 4.3.4.1 and the received key RK are 

going to pass through in order to reverse the multi-level encryption process to get the 

clear key SK2. 

2. Loop the RK through the five algorithms Table 4.1 then return in reverse order. 

3. The result decrypted key (SK2) will be saved in the communication application. 

4.4.5.3 Encryption text and transfer 

After connection establishment and storing SK2 in the application, communication will be 

start securely. Each message has Tsend time stamp which follows the same procedure to 

encrypt the text by calculating the start index for encryption, in order to minimize the 

encryption time. The application is going to select a single algorithm and encrypt the text 

before sending according to the following equation: 

 Selected Algorithm=Tsend%5 

 Selected algorithm is a number in range [0-4], which is the index of predefined 

algorithms index saved in the application Table 4.1  

Example assume Tsend=635888764574724672 

Selected algorithm =635888764574724677%5 = 2 
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Then the message will be encrypted using SK2 as a secret key and DES as an encryption 

algorithm.  

4.4.5.4  Decryption text and transfer 

On the other communication party, detect Tsend time then follow the same procedure by 

calculating the selected algorithm, then decrypting the received text. 

Example: assume Tsend=635888764574724672 

Selected algorithm =635888764574724677%5 = 2 

Then the message will be decrypted using Sk2 as a secret key and DES as a decryption 

algorithm.  

4.5 Conclusion 

This chapter discussed the background concepts of the “APK v.1” algorithm [9]; the 

structural model that will be implemented, the general steps of the algorithm, the key 

generation algorithm, the encryption algorithm and the decryption algorithm. We also 

discussed the enhancement on the APK v.1. All the updates that have been made on APK 

v.1 algorithm will enhance the performance and the strength against the cryptanalysis attack 

that is what we are going to prove in the next chapter. The performance enhanced by 

removing sending clear text via SMS, port knocking, number of SMS to be sent. APK v.1 

algorithm is time, bandwidth and cost consuming, by reducing knocking, number of sending 

SMS which reflects on the cost required for connection establishment, one SMS to secure 

connection, finally encrypt the key which is sent over GSM.  

Randomization is the best solution for going through a behavior which is unexpected, the 

calculated randomization guarantees that each party has its own secrete key, time 

synchronization, and random selection of algorithm. On the other hand, key length is 

flexible, and encryption algorithm are flexible to be modified by adding or removing other 

algorithms, this makes it difficult to the cryptanalysis attacker to find the key, and if the 

attacker tries to guess the key, the key length makes the job hard and take a long time as 

mentioned in table 2.2 and if the attacker tries to guess the key, he has to multiply this trials 

by 2.5 in average of used algorithms. 
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5 Chapter 5: Experiments and Results 

In this chapter, we discuss the experimental design for our research work and the 

experiments results. 

5.1 Experimental Design 

This section describes the techniques and simulation choices that were made to evaluate the 

performance and strength of the KDOGSM v.1. In addition to that, this section will discuss 

the methodology and the parameters such as: system parameters, experiment factors, and 

experiment initial settings. 

5.1.1 Simulation Setup 

All the algorithms of the KDOGSM v.1 system model and simulation have been 

implemented using C# programming language. We create a graphical user interface (GUI) 

application to simulate the performance of KDOGSM v.1 and compare with the performance 

of the APK v.1. We also create a GUI to simulate the strength of APK v.1 and KDOGSM 

v.1 against the cryptanalysis attacks that tries to get plain text from ciphertext. 

This application uses the provider classes in .Net framework to simulate the performance of 

KDOGSM AES, DES, RC2, 3DES and Rijndael implementation, This provider class is 

implemented, tested and optimized to give the maximum performance for the algorithm, 

used encryption/ decryption algorithms. The implementation managed wrappers for AES, 

DES, 3DES, RC2 and Rijndael available in System.Security.Cryptography. 

The System.Security.Cryptography namespace provides cryptographic services, including 

secure encoding and decoding of data, as well as many other operations, such as hashing, 

random number generation, and message authentication [40]. 

As mentioned before in APK v.1.The whole process is initiated by user by sending an SMS 

to the SMS Server connected to the PRNG requesting for the 256-bit One-Time Key which 

will act as the key for AES encryption and an 8-bit random number R which should be 

relatively prime to P and N. The numbers P and Q are prime numbers unique for each user 

and are already stored in the database server connected to the SMS server for each user. The 

SMS is sent through a dedicated channel which in out of band for general communication. 
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The reply sent by the server is also send through the same dedicated channel. The only 

precursor for this process is that the user’s mobile number should be registered beforehand 

with the SMS Server. The message send by the user should be of the form Request OTP 

<Allotted User ID><Fixed User Pass-code><source IP-Address> The OTP is generated with 

validity time period so that there is no duplicate OTP generated before the use of original 

OTP. 

The simulation program main form shown below figure 5.1, 5.2 and 5.3 views the graphical 

user interface which is going to be used to encrypt/decrypt the key and the messages 

transferred over the LAN between communication parties. 

Figure 5.1 is the Graphical user interface for the party how responsible for organizing the 

communication. This terminal act as server (PA) which listening over LAN on specific port. 

The terminal keeps listening until receiving a connection from another party PB. 

 

Figure 5-1PA UI which responsible for key generation and sending over GSM 

Party (PB) has a predefined mobile number on PA, after receiving the connection our 

algorithm starts to generate keys and send it over GSM to the mobile which is already defined 

before. 

Terminal PB starts working after receiving the SMS via the mobile which is already attached 

to the terminal, this form works only if there is a mobile phone attached to the terminal. After 

receiving the key, the form decrypts it according to the time stamp and algorithm order, then 

the communication becomes secure and text transfer starts safely over the LAN 
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Figure 5-2PB UI response for read the SMS from the mobile and decrypt it 

After running cryptanalysis that used to guess the key which is able to decrypt the text and 

get the plain text. The cryptanalysis scenario assumes that the attacker knows the key length 

for each session to encrypt the text, and he should guess the other synchronization settings 

of the KDOGSM v.1 algorithm. According to that scenario, we have saved sessions 

conversation in two ways: encrypted and plain text, session key and the algorithm which is 

used to encrypt the text. 

Cryptanalysis starts to read the log mentioned before and tries to guess the key after we 

provide the key length for each key the cryptanalysis decrypts the clear text to cipher text 

and compare the result with the log, then tests the key for the log set. 

5.1.2 System Parameters 

The experiments conducted use the following:  

1. Software:  The simulation program is compiled using the default settings in .NET 2012 

visual studio for C# windows applications, Windows 7.  

2. Hardware:  LAPTOP: Intel® Core™i7 2410M CPU N270 @2.30GHz 8GB of RAM. 

Intel® 82579V Gigabit Network Connection. 

The experiments will be performed more than once to assure that the results are consistent 

and valid to compare with the different algorithms. The simulation program is running inside 

the LAN environment; see figure 5.3. 
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Figure 5-3Local Area Network 

5.1.3 Experiment Factors 

The evaluation of the KDOGSM v.1 algorithms is done by using methods such as: 

5.1.3.1 Comparison  

Time, Total cost and Bandwidth. Several performance metrics are collected, such as: the 

encryption time is considered as the time that an encryption algorithm takes to produce a 

cipher text from a plaintext.  

Total cost: the total cost is one of the metrics which make applying of the algorithms 

possible, the cost of both APK v.1 and KDOGSM v.1 are based on the number and the cost 

of the SMSs being used during the process. 

Bandwidth: bandwidth is considered as one of measure performance matrix of an algorithm, 

the good use of the bandwidth means high optimization of both algorithm and LAN.  

5.1.3.2 Cryptanalysis 

We will use the cryptanalysis according to a specific scenario that can be used for this 

purpose. Because it is hard to find a tool that can be used in general, all the tools created and 

published for a specific algorithm. 

There are many parameters attacker should know before starting his cryptanalysis: 

1. Attackers should know the algorithms used in encryption/decryption process. 

2. Attackers should know the order of these algorithms in the system. 

3. Attackers should know TConnect and Tsend to control the order of the algorithm. 

4. The attacker should know the key length which is used in the encryption/decryption 

process. 
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Without knowing all these algorithm parameters, one possible attack under these 

circumstances is the brute-force approach of trying all possible keys, and guessing which 

algorithm is used for each guessed Key. 

5.1.4 Simulation Procedure 

In the experiments, the following tasks that will be performed are shown as follows: 

1. Validate key generation changed for each session. 

2. Validate algorithms if they changed for each time stamp. 

3. Prepare list of encrypted/decrypted session which was saved before from previous 

communication session. 

4. Applying the guessed key with the five algorithms. 

5. Calculate required time to decrypt the text with valid key and algorithm 

mathematically. 

5.2 Experimental Results  

This section will show the results which are obtained by running the simulation program 

using different data. The results show the impact of changing key length on each session and 

the impact of cryptanalysis attack against the KDOGSM v.1. 

5.2.1 Validation of key generation for each session 

As shown in figure 5.4 the key which is sent over GSM to the party who is going to 

communicate is changed per each connection and sent to the predefined mobile number in 

period not more than 20 seconds, if the period exceeds 20 seconds the session is terminated. 

The SMS content presents the encrypted key results from multi encryption process, which is 

going to be decrypted by reversing the process on the client application. 
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Figure 5-4Received key over GSM 

5.2.2 Validation that algorithms are changed for each time stamp 

Figure 5.5 shows a plain text. Its encrypted version and the decrypted version using 

KDOGSM v.1 algorithm are shown in figure 5.6 and 5.7 in same session, 5.8 is the encrypted 

text in another session for the same plain text. The difference between the two encrypted 

texts is clarified in figure 5.7 and 5.8 which proves the principle of algorithm changing 

according to timestamp Tsend. The encryption and decryption processes are applied between 

two computers using LAN. 

 

Figure 5-5Plain text 
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Figure 5-6the encryption of the plaintext during session using one of the algorithm 

 

Figure 5-7the encryption of the plaintext during session using another of the algorithm 

 

Figure 5-8 same plain text with same algorithm but in another session 
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5.2.3 Comparing processing results of APK v.1 and our KDOGSM v.1: 

1. Connection initialization: 

 APK v.1: connection always starts by sending an SMS. 

 KDOGSM v.1: Just connect over LAN to the other communication party. 

2. Establishing the connection: 

 APK v.1: SMS received with plain text to predefined mobile number. 

 KDOGSM v.1: SMS received with encrypted text to predefined number 

3. Bandwidth optimization: 

APK v.1: Port knocking by sending Synchronization packets to validate the pattern 

to open the port. 

 KDOGSM v.1: Connection established after decrypting the SMS with no knocking 

4. Cost minimization: 

 APK v.1: cost price of 2 SMS Over special channels 

 KDOGSM v.1: Cost on SMS over GSM channels 

5. Complexity of the algorithm: 

 APK v.1: Use single encryption/decryption algorithm AES. 

KDOGSM v.1: Use an array of encryption/decryption algorithms, choosing an algorithm 

from the array randomly according to Tsend time. According to Table 2.2 there is a list of 

Time estimation for guessing the alternatives of each key length. Such table is valid if we 

got one encryption/decryption algorithm. But in our case we got single algorithm from 

random five algorithm. So for each trial of guessing a key, the attacker has to pass through 

the five algorithms to determine whether the key is valid for the session or not, then we can 

multiply the required time * 2.5 for the average of picking the right algorithm among the 

five algorithms. 
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   Table 5.1 Sample of key guessed by the cryptanalysis 

Sess. id GUESSED KEY STATUS_CD START_DT END_DT 

1 6cad7c2f  FAIL 54:00.0 54:00.0 

1 68061f05  FAIL 54:00.0 54:00.0 

1 30ef6464  FAIL 54:00.0 54:00.0 

1 bffb4ddf  FAIL 02:00.0 02:00.0 

1 aaa0cca8  FAIL 02:00.0 02:00.0 

1 17cda1ca  FAIL 02:00.0 02:00.0 

1 c89e057e  FAIL 02:00.0 02:00.0 

1 15bbfc6a  FAIL 02:00.0 02:00.0 

1 347cae7e  FAIL 02:00.0 02:00.0 

1 2beefc3f  FAIL 02:00.0 02:00.0 

1 52b7c8e4  FAIL 02:00.0 02:00.0 

1 4ad3cbd3  FAIL 02:00.0 02:00.0 

1 a2947147  FAIL 02:00.0 02:00.0 

1 358464fa  FAIL 02:00.0 02:00.0 

1 d5d88fc3  FAIL 02:00.0 02:00.0 

1 33f2d22f  FAIL 02:00.0 02:00.0 

1 a053335d  FAIL 02:00.0 02:00.0 

1 710ca1f9  FAIL 02:00.0 02:00.0 

1 999a2e50  FAIL 02:00.0 02:00.0 

1 cd767b18  FAIL 02:00.0 02:00.0 

1 744c7c9c  FAIL 02:00.0 02:00.0 

1 7c962eb5  FAIL 02:00.0 02:00.0 

1 188558d4  FAIL 02:00.0 02:00.0 

1 62e5c42a  FAIL 02:00.0 02:00.0 

1 62b7b199  FAIL 02:00.0 02:00.0 

1 83bb25f4  FAIL 02:00.0 02:00.0 

1 850fd083  FAIL 02:00.0 02:00.0 

1 232ff89f  FAIL 02:00.0 02:00.0 

1 41495ce5  FAIL 02:00.0 02:00.0 

1 1d3cd325  FAIL 02:00.0 02:00.0 

1 b4773204  FAIL 02:00.0 02:00.0 

1 33894bb7  FAIL 02:00.0 02:00.0 

1 cbfb0487  FAIL 02:00.0 02:00.0 

1 fb22f818  FAIL 02:00.0 02:00.0 

1 53fbb01a  FAIL 02:00.0 02:00.0 

1 735703ff  FAIL 02:00.0 02:00.0 

1 c4310fc5  FAIL 02:00.0 02:00.0 

1 d403f248  FAIL 02:00.0 02:00.0 

1 e09d8c44  FAIL 02:00.0 02:00.0 

1 59e18485  FAIL 02:00.0 02:00.0 

1 52d464b6  FAIL 02:00.0 02:00.0 

1 32a8c8f5  FAIL 02:00.0 02:00.0 

1 89d3bcd9  FAIL 02:00.0 02:00.0 
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According to simple calculation: 

1. Assume that to find the correct algorithm the average of the used algorithms 2.5. 

2. Assume the key combination of alpha and numbers 26*2+10=62 probability. 

3. Comparing APK with KDOGSM The following chart. 

 

Figure 5-9Number of guessing key to decrypt the content 

   

From the previous sample figure 5.9 and by calculating the numbers of trials to guess the 

valid key as we provide before the guessing process. 

Number of tries for  

First session was 9681085 trials in 337 minute,  

Second session 36566119 trials in 533 minute. 
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These numbers are just for guessing the given key. We can multiply these numbers in 2.5 as 

average algorithms. The resulted numbers are the real trials for the decryption using 

cryptanalysis method. 

5.2.4 Time Estimation for generating Key of Length N: 

 

Figure 5-10Time estimation in ms for each key length 

As shown in Figure 5.10  it is clear that the time estimation for generate a key of length 64, 

128, 256, 512, 1024, 2048 seems to be equals in the time but on anther hand we have to take 

in our calculation the SMS Cost for each as shown in Table  5.2 

Table 5.2 SMS cost for each Key Length 

Key length SMS COST 

64 1 SMS 

128 1 SMS 

256 1 SMS 

512 1 SMS 

1024 2 SMS 

2048 3 SMS 
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So if we are going to select the optimal key length which responsible for maximizing the 

performance, strength, and less cost is key of 512 length.  

5.3 Conclusion  

This chapter described the techniques and simulation choices made to evaluate the 

performance and strength of the APK and KDOGSM algorithms. In addition to that, this 

chapter discussed the methodology related parameters such as:  system parameters, 

experiment factors, and experiment initial settings.   

In the performance evaluation results of algorithm KDOGSM is better than APK algorithm 

in multi criteria as mentioned before, the main criteria is the key transfer between two clients, 

either the financial cost of connection initialized is decreased 50% than APK algorithms, the 

bandwidth of the network is optimized by remove the port knocking, and establish the 

connection from first login, in our algorithm we enlarge the guessing dataset of the brute 

force attach by multiplying the initial dataset in 2.5 as number of trials to guess the key and 

algorithms which used to encrypt the packet which sniffed from the LAN.   
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6 Chapter 6. Conclusions and Future Directions 

In this chapter, we present and discuss the conclusions for this work and the future directions 

6.1 The conclusion  

The Cryptography provides security to the data that is transferred. The security of 

cryptographic system relies on the fact that the cryptographic keys are secret and known only 

to a legitimate user. Hence, we enhanced APK version 1 algorithm based on port knocking, 

clear text key exchange over GSM based on IP address and one-time password key 

generation which is generated on PRNG [9] so the process of key generation is based on 

sessions. This creates more complexity to crack or guess the keys by using cryptanalysis 

techniques; this approach is called the key-updating method which is a new approach to 

increase the difficulty to discover the key. To break this algorithm, we need to know the IP 

address of the communicating machine and the random numbers. This thesis presents a 

performance evaluation of enhanced algorithm APK v.1 and selected symmetric encryption 

algorithms for KDOGSM version 1 which are AES, Rijindael, DES, 3DES and RC2, as this 

thesis presents evaluation of the strength of KDOGSM version1 and APK version1 

algorithms against cryptanalysis attack to decrypt the cipher text. Several points can be 

concluded from the experimental results.  

1. The KDOGSM, APK Algorithms support the key-updating approach.  

2. In case of changing sending time, it was concluded that KDOGSM version1 has a better 

performance (More complexity for cryptanalysis) than the other symmetric encryption 

algorithms.  

3. APK version1 requires SMS cost more than KDOGSM version1.  

4. In case of attacking KDOGSM algorithms using the cryptanalysis attack, where we 

assume that the attacker knows the key length. It was concluded that the KDOGSM 

version1 is stronger than the APK version1 against the attack since the randomization of 

selecting encryption algorithm, but the KDOGSM version1 can be broken in long time 

in months as average that depends on the speed of the attacker machine and algorithm 

synchronization setting.  

5. The enhanced KDOGSM version1 algorithm process has an advantage, that the key 

generation is based on session, so in every session, we have a different key, as the key 

length varies according to configuration of algorithm. The key length can have no 

boundaries. The key length can be more than 512 bits.  
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From all the previous concluded results in this thesis, we summarize the most important 

differences between the APK version1 and KDOGSM version 1 in  

Table 6-1 important differences between the APK v.1 and KDOGSM v.1 

 KDOGSM version 1 APK version 1 

Generated key Key varies every session 

Key length varies by settings 

Key length can be more 512 bits 

Varies every session 

Constant 

256 bit 

Brute-force attack Impractical Impractical 

Cryptanalysis Needs longer Time (months as 

average) 

Succeeds in short time 

(minutes as average) 

Bandwidth Connects from the first time Port knocking many 

request  

Cost To establish 

the connection 

One SMS price Many SMS price 

Finally, through our work in this thesis, it can be concluded that we can encrypt and decrypt 

the user and / or application data very easily and simply we consider it as the spirit of this 

algorithm. 

6.2 Future Directions  

Future scope for KDOGSM version1 algorithm can be one of the following directions:  

1. Calculate the key length according to size of transfer data over LAN.  

2. Enlarge the algorithm to work over WAN, the current solution valid for WAN, but the 

main issue here is the validity time of the received SMS, the communication parties 

although concern with the time of receiving the SMS to be as fast as could. In our solution 

we have restrict the validity time as 20 second at most, if the SMS wont received the 

communication have to be reinitialized. 

3. Generate especial key for each algorithm, our solution use on key for the multi-level 

encryption process, but in the next edition we are going to set keys for each used 

algorithm which going to make the brute force attack impractical. 
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